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1. MecTo nucuunauebl B crpykrype OII

JuctmuimHa «OCHOBBI  KPUNTOTPAQHUUECKOW 3alUThl WH(POPMALUU» OTHOCUTCS K
(baKyIbTaTUBHBIM AMCUMIUIMHAM 00pa3oBaTeibHO mporpammsl 1o crenuanbHoctd 38.05.01
DKoHOMHUYECKass  0e30MacHOCTh,  CIEIHMAIH3alMsi: DKOHOMHKO-TIPABOBOE  OOECIICUCHHE
PKOHOMHYECKOW O€30MacHOCTH, HampaBlIeHHOCTh (Tpodwib): OOecrieueHne SKOHOMHYECKOM
0€30IaCHOCTH IOCYJapCTBA M XO3SIMCTBYIONIUX CYOBEKTOB.

W3yuenne AUCUMIUIMHBI TpEAINONaraeT coveTaHue (yHIAMEHTAIbHOW MOATOTOBKU C
OCBOCHHMEM TEXHOJIOTUU TPUMEHECHHS CIEIHATM3UPOBAHHBIX IPOTPAMMHBIX IPOJYKTOB U
CHCTEM, OpPHEHTHPOBAHHBIX Ha 3allUTy HSKOHOMHYECKOM U ciyxeOHOW wuHpopMamm,
0a3upyercsi Ha KOMIIETCHIIUAX, CPOPMHUPOBAHHBIX MPH U3y4eHHH AUCHUILTUH «H(DOpMaTHKaY,
«H(popMaIimOHHBIE CUCTEMBI B 5KOHOMHUKEY.

[Ipy MOATOTOBKE CTYACHTOB IO CICMUAILHOCTH «DKOHOMHYECKAs O€30MacHOCTh
uH(pOpPMaIMOHHAS MTOATOTOBKA MMEET OOJIBIIOE 3HAUEHUE, IMOCKOJIbKY BBIOpaHHas UMHU cdepa
Oyayuied  JesTETbHOCTH  CBsi3aHa, KaK MpPaBWIO, C HEOOXOAMMOCTBIO  paboOThl ¢
MH(POPMALIMOHHBIMHA CUCTEMaMH JIJIsl XpaHEeHUs, 00pabOTKH, Tepeaun U 3aIlUThl 3HAYUTEIBHBIX
00bEMOB DIKOHOMHYECKOW W CIIy)KEOHOH HH(OpMAaINK, ¢ YMEHHEM BBINOJIHATh pPAacCUeTh
HYKOHOMHYECKUX IOKa3aTeNei, XapaKTepU3yIOIINX JesTeIbHOCTh XO3SHCTBYIOIINX CYOBEKTOB,
MOATOMY M3y4eHHE MH()OPMAITMOHHBIX TEXHOJIOTHI U CUCTEM XpaHEeHHUs, 00pabOTKH, mepenavn
¥ 3aIIUTHl S)KOHOMHYECKON HH(POPMAITUH BXOJAT B IPOrpaMMy OOyUYECHHUS CTYACHTOB.

2. [liianupyemblie pe3yJbTaThl 00yUYeHHUsI 10 TUCIHILINHE

Kommnerennus NHaukaTopsl JOCTHKEHUS
YK-4. 3HaTh: METOIBI KOMMYHHUKAIHH ibit:
CniocoGen NpuMEHATh COBPEMEHHBIE aKageMHUYECKOI0 u npodeccnoHaTEHOTO
KOMMYHHUKATUBHBIC TCXHOJIOTHH, B TOM B3aMMOJICUCTBUS, B TOM YHCJIE HAa HHOCTPAHHOM
YHCIe Ha HHOCTPaHHOM(BIX) sI3bIKE(aX), A3bIKE€; COBPEMEHHBIE CpEeACTBa MH(POPMAIMOHHO-
AL aKaIeMUIECKOro U . KOMMYHHUKAITHOHHBIX TEXHOJIOTHIA.
NMPO(hECCHOHANLHOTO B3AHMOIEHCTBHS. VYMeTh: Cco31aBaTh Ha PYCCKOM W HMHOCTPAHHOM
A3bIKE€  NUCBMEHHBIE  TEKCThl ~ HAy4YHOIO U
ouUIIMaTHEHO-IETOBOTO cTuiei peun 10
npo(ecCHOHANBHEIM ~ BOTIPOCAM; MIPOU3BOUTH

PEIAKTOPCKYI0O M KOPPEKTOPCKYIO TMPaBKy TEKCTOB
HAy4YHOTO W O(UIIMATBHO-AEIOBOTO CTHIICH peyH Ha
PYCCKOM W HHOCTPAaHHOM SI3BIKE;, HCIOJIb30BaTh

COBpPEMEHHBIE cpeacTaa UH(OPMAaIIMOHHO-
KOMMYHUKAIIMOHHBIX TEXHOJIOTHH TUTST
aKaJIeMHYECKOT0 u npodeccnoHaIbHOTO
B3alMOJICUCTBUSL.

Buaners: HaBbIKaMU PUMEHEHHMS COBPEMEHHBIX
KOMMYHUKATHBHBIX TeXHOHOFHﬁ, B TOM 4YHUCJE Ha
MHOCTPAaHHOM (BIX) SI3bIKe(aX), Ul aKaJleMHYeCcKOro
1 Ipo¢heCcCHOHATIBHOTO B3aUMOJICHCTBHSI.

MK-7. 3HaTBh: TNPUYMHBI U YCJIOBUS, CIOCOOCTBYIOIIHE
CrnocoGen pa3pabaTbiBaTh MEPONIPHATHUS, | COBEPLIEHUIO SKOHOMHUYECKHX TIPECTYIUIEHHUH, B TOM
HaIpaBICHHBIC HA MPOGUIAKTUKY, YyCclie KOPPYNIMOHHBIX TPOSBJICHUW, W Ha UX
HPEAYNPEKIACHAC SIKOHOMUIECKNX OCHOBE OCYLIECTBIIATh MEpPOIPHUATHS,

NPAaBOHAPYIICHUH, BRIABIATE U yCTPAHATD | ganpapieHHbIe HA MPOPHIAKTHKY, TPEAYTIPSIKICHUE
MPUIHHBI M YCTOBHS, CIOCOOCTBYIOUINE | 5opoMuYeckUX IIPABOHAPYIIEHHA B MHTEpecax

COBCPIICHHIO SKOHOMUHYCCKIX BBIBIIGHHE yIPO3 M PHCKOB AKOHOMHYECKOH
MNpECTYIUICHUU, B TOM YUCJIC 6630HaCHOCTI’I.

KO MOHHBIX MPOSIBICHUHN; TPOBOAUTH
PPy p » TIPOBOAL YMeTh: aHanu3upoBaTh MPUYUHBI U YCIIOBUS,

HKCIEPTHYIO OLIEHKY (PMHAHCOBO-
o . CIOCOOCTBYIOUIME COBEPIICHUIO HKOHOMHYECKHX
XO3AHCTBEHHO JESTEIFHOCTH B paMKax




CyAeOHOI YKOHOMUYECKON SKCIIEPTU3BL. | MPECTYIUICHHH, B TOM YHCJIE KOPPYIIIMOHHBIX
NpOSIBIIGHWH, W Ha HUX OCHOBE pa3pabaThiBaTh
MEpONpPUATHs, HANpaBlIeHHblEe Ha MPOPUIAKTHKY,
IPENyNPEXRICHUAE SKOHOMUYECKUX
IIPABOHAPYUICHUM, IPOBOAUTH JKCIEPTHYIO OLIEHKY
(MHAHCOBO-XO03HCTBEHHOM JIEATEILHOCTH B PAMKax
CyneOHOM IKOHOMHUYECKON IKCIIEPTH3HI.

Baajgerb: HaBbIKAMM aHaIM3a NPUYUH U YCIOBUH,
CHOCOOCTBYIOUIMX COBEPILEHUIO 3KOHOMMYECKUX
IPECTYIUICHUH, B TOM 4YHUCJIE KOPPYNLMOHHBIX

MIPOSIBIICHUH, pa3paboTku MEPOIPUSITHH,
HaIpPaBJIEHHBIX Ha npopUIAKTUKY,
MpEeAYIPEXKICHHUE SKOHOMHUYECKUX

MPAaBOHAPYLIEHU, MPOBEICHUS IKCIEPTHON OLIEHKH
(bUHAHCOBO-XO3SCTBEHHOU AESITETLHOCTH B paMKax
Cy/1IeOHON PKOHOMUYECKOM IKCIICPTHU3HI.

3. Conep:kanue QM CHUNINHbBI

Tema 1. O6ecneuenue 6e30nacHOCTH HHGPOPMAIMOHHBIX CHCTEM.

Crioco0Ob!I 1 METOJIbl 3alIUThl MH(pOpMauK. 3aluTa OT HECAHKIIMOHUPOBAHHOTO JI0CTYIIA.
OcobeHHOCTH 3amMThl MHGOPMAIMM B YCIOBHSIX COBPEMEHHBIX CETEBBIX TEXHOJOTUH —
IPOBOJHBIX M OecnpoBOAHBIX. 3amuTa OoT BuUpycoB. CereBas 0e30MacHOCTb. DJIEKTPOHHAs
mudpoBas TOANHCH: IOPUAWYSCKHA M TEXHUYECKHH acmekThl. HOpuandecku 3HAYUMBIN
AJIEKTPOHHBIN TOKYMEHTOOOOPOT.

Tema 2. OcHOBBI KOMIILIOTEPHOIT KpUNTOrpadun

Hcnonb3oBaHne 3allUIIEHHBIX KOMIBIOTEPHBIX cucTeM. Metonbl kpurrorpaguu. OCHOBHbIE
noustus  Kpurrrorpaguu. OTkpertelit TekeT. Ingporekcr. Kpurrrorpaduueckuii amropur.  [udgp
[eszapsi. Bekpeitiie mmgpa Meromom no0oBoi araku. [loHsiTHE HAAEKHOCTH KpUNTOTrpaduyeckoro
anroput™a. JIONMONMHUTENbHBIE 337aud  KPUITOrpagUyecKoro auroputMa - ayTeHTU(UKaLus
MCTOYHHKA COOOIIECHHS, IIETIOCTHOCTD, HEOTPHUIIAHNE aBTOPCTBA.

Tema 3. AIrOpUTMBbI CHMMETPHYHOT0 IIH(POBAHUSA

HIudposanue ¢ obmuM kiarodoM. [Ipobiema cekperHoctu obuiero kimtova. HIndpposanue
OsokaMu W TMOTOKOM. PayHnbel muknauueckoro anroputma u nojakmoud. Cerp dedmrens.
JuddepenunanbHblil 1 TMHEHHBIN kpunToananu3. AnroputM DES.

Tema 4. Kpunrorpagust ¢ OTKPBITBIM KJIIOYOM

ANTOpUTMBI IU(POBAHKS C OTKPBITHIM KITFOUOM. OTKPBITBIA M 3aKPHITHIA KITIOY. AJITOPUTM
RSA. Amroputm DSS. OOMeEH CeCCHOHHBIX KIFOUed. BuIbI KpHIITOCHCTEM: CHMMETPUYHBIC
KPHUITTOCUCTEMBI, KPUIITOCUCTEMBI C OTKPBITHIM KITFOUOM, THOPHIHBIE KPHUITTOCUCTEMBIL.

Tema 5. Xemr-pynkuuu u ayrenTuguxanus coodmenuii. upposas nognucs. Hudposoii
cepTuduKaT

3akoH P® «OO6 »snexTpoHHOl nuppoBoil moxmucu». TpeboBaHUS K XeHI-()yHKIHSIM.
[Tpocteie u cnoxuble xem-pyHknuu. Xem-QpyHkus MD-5. Xem-¢pynknus SHA-1. Hudpoas
noanuck. Ilpsmas u apOutpaxnas mudpossie noanucu. Crangapt mmdposoit nmoamnucu DSS.
[Mudpossie cepTudukarel. JloBepuTebHBIE LIEHTPHI.

Tema 6. IlocTpoenue 3amumeHHbIX HHPOPMAITHOHHBIX CHCTEM

OCHOBHBIE TEXHOJOTHUH TIOCTPOEHUS 3AIIMIIEHHBIX WH(POPMALMOHHBIX cUCTeM. OIeHKH
CTOMMOCTH TPOBEACHUSI MEPONPUATUIN MO Oe3omacHOCTH. Bormpockl pa3paboTku U peanu3ainuu
NOJUTUKA O€30MacHOCTU. YTpaBieHHe H0CTynoM. Ayaut cucteM. CHCTeMbl OTYETHOCTH IO
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6e3omacHoctd. CkaHMpOBaHUE

YA3BUMBIX

MCCT

WH(POPMAIIMOHHBIX  CHUCTEM.
UH(GOPMAIMOHHON 0e30MacHOCTH MH(OPMAIMOHHBIX CHCTEM B HAIlMOHAIBHOW OE€30MacHOCTH

Mecto

CTpaHBI.
4. TemaTuuecKkuii JiaH
DopMbI 3aHITUH
Ne Paznensl u TeMbl Beero Camocros-
I1 . | JIab .
n/n HacoB | Jlexrum paKTu abopatop TeIbHAs
3aHATUS 3aHATUS
paborta
Oo0ecrieueHue 0e3011acHOC
[IEYEHU [IACHOCTHU 16 5 0 5 12
MH(OPMAITMOHHBIX CHCTEM.
0 v
CHOBBI KOMIIBIOTEPHOM 10 5 0 2 6
Kpunrorpaduu
ANTopuUTMEL CUMMETPUYHOT'O
p p 12 2 0 2 8
muppoBaHus
Kpunrorpadbuss ¢ OTKPBITBIM
punorpag p 8 0 0 0 8
KJITIOYOM
Xem-(pyHKIUN U ayTeHTU(PUKAIHS
coobmenuii. I{udposas moanuce. 10 0 0 0 10
I{udposoii cepruduxar
I1
OCTPOCHHE 3aIIUIIEHHBIX 12 0 0 0 12
WH()OPMAIIMOHHBIX CUCTEM
IloaroroBka K 3a4ery 4 0 0 0 4
Bcero 3a cemectp | 72 6 0 6 60

5. Buabl o0pa3zoBaTeibHOM AeSITeIbHOCTH
3aHATHSA JTEKIIHOHHOT0 THIIA

Tema 1. O6ecneueHue 06e30MaCHOCTH HH(POPMALMOHHBIX CHCTEM.

Jlexkuus 1. CrnocoOsl " METO/BI 3aIUTHI uHbOpMaIUH. 3ammura oT
HECaHKIMOHUPOBAHHOTO jaocTyna. (OcCoOEHHOCTH 3allluThl HHGOPMAlUU B  YCIOBHUAX
COBPEMEHHBIX CETEBBIX TEXHOJOIMH — MPOBOJHBIX M OECHpOBOJHBIX. 3allUTa OT BUPYCOB.
CereBast 0e30mMacHOCTb. ODJEKTpoHHas MHUGPOBas TMOIANUCH: IOPUANYECCKUNH M TEXHUYECKUH
acriekTbl. KOpuandecku 3HaYMMBbIH 3IEKTPOHHBIN TOKyMEHTOOOO0POT.

Tema 2. OcHOBBI KOMIIBIOTEPHOM KpUnTorpagun

Jleknus 2. Vcnonb3oBaHMe 3alIMIIEHHBIX KOMITHIOTEPHBIX CHCTEM. METO/bI KPHUITOTpaduiL.
OcHoBHble noHsTHs Kpurrorpaguu. OTtkpeiteiii Teker. Lndporexet. Kpunrorpaduuaeckuit anropurm.
Mugp Lezaps. Bekperrue nmdpa Metomom  JoOoBoil  ataku.  [loHsthe — HajgexHOCTH
KpUNTOrpaMyeckoro airoputMa. JlOomojgHUTENbHBIE 337a4d KpUITOrpaduueckoro aiaropurma -
ayTeHTU(UKALIUS UCTOYHHKA COOOIIEHHS, IETIOCTHOCTh, HEOTPULIAHNE aBTOPCTBA.

Tema 3. AITOPUTMBI CHMMETPUYHOI0 M (ppoBaHUA

Jlexkuus 3. Illudposanne ¢ obumm kioyoM. [IpoOnema cekpeTHOCTH OOILIEero Kiroya.
HIudpoBanue OiokamMu M NOTOKOM. PayHnpl nukiauueckoro aiaroputMma u noaxioud. Cerb
Oeiimrens. AuddepeHunanbHblil v TuHEHHBIN kpunToananu3. AnroputM DES.

3aHATHA CEeMHHAPCKOro THNa (J1adopaTopHbie padoThI)




JlaGoparopHasi padora Nel (2 yaca).

enb: ucnonb3ys cpeactBa MS Office, ocymiecTBUTh 4YaCTOTHBIM aHAIU3 TEKCTa U
pacimppoBats ero.

[TporpammHOe obecrieueHre U MaTepraibl: aktyaibHas Bepcus MS Office.

Pemaemblie 3ajauM: MOCTPOCHHE TAONUIBI YaCTOT CHMBOJIOB PYCCKOro ayhaBuTa,
IPOBE/ICHNUE YaCTOTHOTO aHAIM3a IU(PPOTEKCTA.

JlabopaTopnasi pabora Ne2 (2 yaca).

Lenb: mpoBecTH wHccieIOBaHHE KPUINTOCTOMKOCTH CHMMETPUYECKHX —aJrOPUTMOB
mmdpoBaHus.

ITporpammuoe obecnicuenue u marepuaisl: BackTrack 5 R3.

Pemaemble 3a1a4u: OCyIIECTBUTH OO0 Mapois K MIM(PPOBAHHOMY CHUMMETPHUECKUM
CrocoO0M TMOTOKY JaHHBIX JIOKATbHON CETH.

JlaGoparopHasi padora Ne3 (2 yaca).

Llenb: TpOBECTH HCCIECIOBAHHE KPUITOCTOWKOCTH aCHMMETPUYECKUX aAITOPUTMOB
UG poBaHUSL.

[Mporpammuoe obecnieuenue u Mmatepuainbl: BackTrack 5 R3.

Pemaemble 3agaun: oCyIEeCTBUTh O00P MApoJisi K MIHM(PPOBAHHOMY aCHMMETPHUCCKUM
CHOCOOOM TIOTOKY JTaHHBIX JIOKAJIbHOM CETH.

CamocrosiTesibHas padora

CamocrosiTenbHast paboTa CTyJIEHTOB HallpaBiieHa Ha yri1yOJIeHHEe U 3aKperjieHUue 3HaHUH,
a TaKk)Ke pa3BUTHE NMPAKTUUECKUX YMEHHUH 1 3aKIIF04aeTCs B:

e paboTe C JIEKIIMOHHBIM MaTepHaloM, TOMCKE W aHAJHM3€ JINTEPATyphl U DIIEKTPOHHBIX
MCTOYHUKOB MH(POpMaIUY;

®  BBINOJHEHUM JOMAITHUX 33JaHUH (JOMAaIllHUE 3a/1aHus IPECTABISIOT U3 ceOs MepeyeHb
3a71a4, C KOTOPBIMHU CTYACHTBI HE CIHpPAaBUJIHNCHL B XOJC BBIITOJTHCHUA Ha60paTOpHI)IX
paboT), 3alaHui [T CAaMOCTOSTENILHOTO BBIMOJIHEHUS K KaXKI0M JJabopaTopHOi paboTe;

® U3YyYEHHUH TEOPETHUYECKOTO MaTepHaia K Ja00paTOPHBIM 3aHSTHSIM.

CamocrosTenbHas pa0oTa CTyAEHTa MO HACTOSIIEMY KypCy SIBJISETCS T'apMOHHYHBIM
MIPOJIOJDKEHUEM BBITIOJIHEHUSI 33JIaHU, 0003HAYEHHBIX B paMKax JIa0OpaTOPHBIX paboT, a TaKkKe
paboThI C IEKIIMOHHBIM MaTepHAaJIOM I10 €ro pacIIMPEHUIO MIPH MOMCKE OTBETOB HA BONPOCHI JIS
CaMOCTOSITENIbHOTO U3yYEHUSI.

[TpoBepka KauecTBa CaMOCTOSITEIBLHON pabOTHI CTYJEHTOB MPOBOAUTCS BO BPEMS 3aIllUTHI
nabopaTopHbix pabor. CTymeHT MODKeH OpPHUEHTHPOBATHCS B TEOPETHYECKOM  0Oase,
HE0O0XO0IMMOM JUTsl BBIITOJTHEHUS TEKYyIEH padoThl, BHITOJHUTH BCE 3a/1aHUS U3 TaOOpaTOPHOH U
CaMOCTOSITENIbHOM YacTeil, yMeTb OTBE€4YaTh Ha BOIPOCHI IO HAMIPABJICHUIO JaHHOU pabOThI.

BOHpOCI)I AJIA CAMOCTOATECIBHOIO H3YYCHU A

Tema 1. O6ecnneuenue 6e30nacHOCTH MHGPOPMALMOHHBIX CHCTEM.

Bonpoch U151 caMOCTOSATEIBLHOT0 H3yYeHus TeMbl 1

1. [Ipu3Haku kiaccuuKaluu CUCTEM DJIEKTPOHHOTO IOKYMEHTO000POTA.

2. Paznuune texnonoruit workflow u docflow.

3. OcobeHHOCTH KOHPHUICHITUATBLHOTO YJIEKTPOHHOTO JOKYMEHTO000pOTA.

4. OcHOBHBIE BHUIBl 3aIIMIIaeMOi WHPOpPMAIMK B  CHCTEME  3JIEKTPOHHOTO
JIOKyMEHTO000pOTa, BUJbI JOKYMEHTOB OIPaHUYEHHOTO JOCTYTIA.



5.

YpoBHH KOHHUAEHIMATBLHOCTH UHPOpManuu, oOpabaThiBaeMble B CHCTEMax

QJICKTPOHHOI'O I[OKYMGHTOO60pOTa.

6. YTpo3sl 6e30macHOCTH HHPOPMALIMH B CUCTEMaX 3JIEKTPOHHOTO JOKYMEHTO000pOTA.

7. 3ammTa OT BPEIOHOCHBIX ITPOTPAMM CHUCTEM 3JIEKTPOHHOTO JOKYMEHTOO00POTA.
8. Oco0eHHOCTH anmapaTHOHN 3aIUTHI JIEKTPOHHOTO 0OMeHa HH(OpMaITHeH.
9. OcoOeHHOCTH PE3UICHTHOTO KOMIIOHEHTa 0e30MacHOCTH.

10. IlpuHIune! anmapaTHOW peain3alliid MEXaHW3MOB AyTEHTHU(UKAIMH B HJIEKTPOHHOMH

cpene.

11. UnaTepdeiicHbie cpeacTBa AIEKTPOHHOTO 0OMeHa HHpOpMaLuei.
12. TexHu4yeckas peanu3aiys annapaTHbIX CPEICTB 3alIUThl HH(pOpMany.

13. Cucrema KOHTpOJISI LEJIOCTHOCTH M TOATBEPKIACHUS JTOCTOBEPHOCTH 3JIEKTPOHHBIX
NOoKyMeHTOB. [IpruMeHeHne Ko0B ayTeHTU(UKAIUU B MTOJCUCTEMAaX TEXHOJIOTHYECKOW 3aIlUTHI

uHpOpMaLnH.
14. DpdexTUBHOCTH anmapaTHbIX CPEICTB 3aALIUTHI.
15. Opranu3zaius 3JIeKTPOHHOTO ITOYTOBOT'O B3aUMOICHCTBUS.
16. Ponb u QyHKIIUU 3IIEKTPOHHOM MOYTHI.
17. OcHOBHBIC IPUHIIAITEI OPTAHU3ANNUN YICKTPOHHON TTOYTHI.

18. VYrpossl Oe3omacHocTd MHGOpPMALIMU, CBSI3aHHBIE C UCIHOJIB30BAHUEM 3JIEKTPOHHOM

IIOYTHI.

Tema 2. OcHOBBI KOMIILIOTEPHOM KpUNTOrpagun
Bonpocs! 1J1s1 caMOCTOATEIBHOI0 H3YYCHHS TEMBI 2

1.

agblrwn

Tpaguiuonnple Meroabl ImK@poBaHUs (IIOACTAHOBKU, IE€PECTAHOBKH, 3aMEHbl +

puMep)

[TonsTre ogHOpa30BOro GJIOKHOTA U MIK(P raMMUPOBAHUS

Meton ymHoxxenus KapairyOsi.

Pemenue nuodgaHTOBbIX ypaBHEHUH 1-ii cTeNeHHU.

Kpunrocucremsl 6e3 nepegauu kitouei (I0CTOMHCTBA, HEJOCTATKH )

Tema 3. AIropuT™MBbI CHMMETPHYHOI0 K (ppoBaHNS
Bonpocs! 1J1s1 caMOCTOATEIBLHOT0 H3YYeHHs] TeMbI 3

agrwbdE

Knaccudukanus KpuntocucTem.

Anroputm DES. O6nacts npumenenust DES.

bnounble 1 noTouHble MUGPHI.

OTtedecTBEHHBIN cTaHAApPT MHUPPOBAHUS.

IIceBnocnyuaitHas mocae0BaTeabHOCTh U €€ IPUMEHEHHE B Kpunrorpaduu.

Tema 4. Kpunrorpagust ¢ OTKPBITBIM KJIHY0M
Bomnpocsl 111 caMOCTOATEIbHOI0 H3y4YeHHsl TeMbl 4

ook owndE

JuckpeTHbIil norapudm. Beraucinenue TucKpeTHoro jgorapudpma
[Iponenypa mudpoBanus u pacimmppoBaHus B KpunrocucreMax RSA
beszonacHocts u ObicTpozaeiicTBue RSA.

OTteudecTBEHHBIE CTAaHAAPTHl ACUMMETPUYHOTO IIHU(PPOBAHUS.
KomOunupoBaHHbIi MeTO/] IU(BPOBAHUS

3amuTa miaTeXHbIX (0aHKOBCKUX) CUCTEM.

Tema 5. Xemr-¢pyHkuuu u ayreHTupuxkanus coodmenuii. lHudgposas noanuce.
Hudposoii ceprupukar

Bomnpocskl 11 caMOCTOATEILHOTO U3YUYEHUS TEMbI S

1. AyreHTr(UKaLus MOIb30BaTENs M COOOILECHUS.

2. Kpunrocroiikue xeni-QyHKIIUA. XenI-3HaueHue.

3. B3710MOCTOMKOCTh COBPEMEHHBIX XeI-(PYHKITHIA.



4. Konnusuu 1 MeTo1bl 00pbObI ¢ HUMH.
5. XemmpoBaHue 1 3JIEKTPOHHAS HOIHUCH.
6. MexaHu3M paboTh! YAOCTOBEPSIIOLIETO IIEHTPA.

Tema 6. IlocTpoenue 3ammieHHbIX cucrem /10
Bomnpocsl 1151 caMOCTOSITEILHOTO U3YYEeHHUS TeMbI 6
1. Onenka 3amumeHHocTy cuctem /0.

2. Texamueckwuii acriekT 6e3omacHoct cucteM D]10.

3. 3a1a4u ¥ MOJIHOMOYMSI CUCTEMHOTO aJIMUHUCTPATOPA.
4. MexaHu3Mbl yrpaBiaeHus 10cTynoM B cuctemax I]10.

Bonpochl /151 caMOCTOATEIBLHOT0 H3Y4YeHH s
3aganue I CaMOCTOSITEIBHOIO BBINOJHEHUsI K Jal0oparopHoil padore Nel.
PacmmmdpoBars mudpoTEKCT € UCHOIB30BAaHUEM PE3YJIbTATOB IMPOBEISHHOTO YaCTOTHOTO

aHaJIM3a.

3agaHue I CaMOCTOSITEIBHOIO BBINOJHEHUsI K JaldoparopHoil padore Ne2.
OcymecTBuTh AemudppoBanue Tpaduka, 3ammuGpPoOBaHHOTO CUMMETPUICCKIM CIIOCOOOM.

3aganne I CaMOCTOSITEILHOIO BBINOJHEHUS K JadopaTopHoii padore Ne3.
OcymecTBuTh AeundpoBanue Tpaduka, 3amm@poBaHHOTO ACUMMETPUIECKUM CIIOCOOOM.
6. Kputepuu oneHMBaHUsA Pe3yJbTATOB OCBOEHUS TUCHUILIMHBI (MO1YJI51)
6.1. OueHo4HbIE CPeICTBA M KPUTEPHH OLIEHMBAHMA /s TeKylIei aTTecTaluu

33}13HI/IH AJIA CAMOCTOATEC/IBHOI'O BBINOJHCHU A
KpI/ITepI/II/I OLICHUBaHUA SaI[aHI/Iﬁ JJI1 CaMOCTOATCIIbHOI'O BBIITOJIHCHUA.

YpoBeHb BbINOJHEHHUS Ouenka
3anaua perieHa B OJIHOM 00bEMeE, allrTOPUTMHUUECKUE U
BBIUMCIIUTENbHBIE OIIMOKN OTCYTCTBYIOT, IPOBEECH aHAIN3 5 (oTAM4HO)

MOJIYYCHHOI'O PCIICHH .

3amaua pelieHa B MOJHOM 00bEME C HE3HAYUTETbHBIMHU
TEXHUYECKUMHU OIMMUOKaMHU WA OTCYTCTBYET aHAIIU3 4 (xoporio)
pPE3yJIbTATOB PEIICHUS.

3ajaua pelieHa He IOJTHOCThIO UIIM B PELLICHUN
HPUCYTCTBYIOT OLIMOKH aITOPUTMUYECKOTO XapaKkTepa, 3 (YAOBJIETBOPUTEIBHO)
HE3HAYUTEJIbHO BIIMSIONINE Ha X0 PeIICHUSI.

3aa4ya He pelleHa WK B PELIEHUH PUCYTCTBYET
3HAYUTEJIbHOE KOJUYECTBO OLIMOOK aJrOPUTMUYECKOTO 2 (HeyIOBIETBOPUTEIHHO)
XapakTepa, CYIIECTBEHHO BIMSAIOINX HA X0/ PEUICHHUS.

Bonpocsl 111 CaMOCTOATEIBHOI0 H3y4YeHU
Kpurepun onieHMBaHNs OTBETOB HA BOIIPOCHI JJII CAMOCTOSITENIBHOTO U3Y4YEHHS
OTBeT Mo KaXJ0My BONPOCY OLIEHUBAETCS MO MATHOAUIBHOW IIKalle B 3aBUCUMOCTH OT
COZIEPKATEIIBHOCTH OTBETA U JIOTUKH U3JI0)KEHUs MaTepuasa.

YpoBeHb oTBeTa \ Ouenka




[ToHO ¥ apryMEHTHPOBAHO OTBEYAET IO COACPIKAHUIO
TEMBbI; MOXET 000CHOBATh CBOM CYXKICHUS, IPUMCHUTH

3HAHUA Ha MPAKTHUKE, IPUBECTH HEOOXOAUMBIE IPUMEPHI HE 5 (0TAM4HO)

TOJBKO M3 JICKIIHWHU, HO 1 CAMOCTOATCIIbBHO COCTAaBJICHHBIC,
n3jaract MaTCpurall rmocCJICA0BaTCIbHO U KOPPCKTHO.

JlaeT OTBET, YAOBIETBOPSIONINI TEM Ke TPEOOBAHUSIM, YTO

U JUIS OLIEHKH «5», HO JIoycKaeT 1-2 ommOKu, KOTOpPBIE caM 4 (xoporio)

JKC UCITPABJIACT.

W3naraer maTepuan HEMOJIHO U IOIYCKAeT HETOYHOCTHU B
OTIpeIeJICHUH TOHATUH WU (POPMYIIMPOBKE IPABUI; HE

yMeeT JOCTaTOYHO ITyOOKO U J0Ka3aTelbHO 000CHOBATD 3 (yIOBJIETBOPHUTEIHHO)

CBOM CYXXJICHUA U ITPUBCCTU CBOU IPUMCPLI; U3JIaract
MaTcpHrall HCMOCJICA0BATCIbHO U JOIYCKACT OIIIMOKH.

He 3HaeT oTBeT Ha BONpoc, AOMYCKAET CYIIECTBEHHBIE
omrOKY B (hOPMYIHUPOBKE OIpPEICICHUIA U aIrOPUTMOB,
MCKaXKaIOIIUE UX CMBICII, OECTIOPSIIOYHO U HEYBEPEHHO
u3JaraeT MaTepua.

2 (HeyIOBJIETBOPUTEIIHHO)

6.2. OueHo4YHbIe CPeACTBA U KPUTEPUHU OLeHUBAHNS /IJIS IPOMEKYTOYHOM
arrecTaunu

Kpurtepuu nosyuenus 3adera
3a4eT BBICTABIISACTCS IO pe3ysibTaTaM paboThl CTYJEHTa B TEUEHHE CEMECTpa COIJIacHO

[Tomo’keHHI0 O TEKYIIEM KOHTPOJIE YCIIEBAEMOCTH U MPOMEKYTOUYHOW aTTECTAIlMU CTYICHTOB B
denepaabHOM TOCYIapCTBEHHOM OFOJDKETHOM 00pa30BaTEIbHOM — YUYPEXKICHUH  BBICIIETO
npodecCHoHAIBHOTO 00pa3oBaHusi «CMOJICHCKUM TOCYapCTBEHHBIN YHUBEPCUTETY.

1.

3.

Jlis nonydeHus 3a4eTa CTYACHT TOJIKEH:
e BBIIOJHUTh 33/JaHUA JJIS CaMOCTOSITENbHONM pabOThl Ha OLIEHKY HE HUXKe
«YZOBJIETBOPUTEIILHO;
e yMETb OTBEYaTh HA BOIPOCHI IS CAMOCTOSATEIBHOIO U3Y4YEHUS M BOIPOCHI IO
TEOPETUYECKON YaCTH Kypca Ha OLIEHKY HE HUXKE YL OBJICTBOPUTEIBLHOY.

7. IlepeyeHb OCHOBHOI M 1ONIOJHUTEJIBLHOM y4eOHOH JIUTEPATYPHI

7.1. OcHoBHas1 JUTEpaTYpa

3enxos, A. B. NndopmanmonHas 6€301MacHOCTh M 3allluTa WH(QOpMaIuu : yaeOHOe mocooue
i By30B / A. B. 3eHkoB. — Mockga : U3narensctBo FOpaiit, 2022. — 104 c. — (Bsicmee
obpazoBanme). — ISBN 978-5-534-14590-8. — Tekct : anexTponHbIi / OOpa3oBaTenbHas
wiargopma FOpaiit [caitr]. — URL: https://urait.ru/bcode/497002

Cysoposa, [I'. M. udopmanmonnas 0e30MacHOCTh : Yy4yeOHOe mocoOue it By30B /
I'. M. CyBopoBa. — MockBa : WznmarensctBo FOpaiir, 2022. — 253 c.— (Bsicmiee
obpazoBanue). — ISBN 978-5-534-13960-0. — Texkct : snexTponHbIi / OOpa3oBaTenbHas
wiargopma FOpaiit [caiit]. — URL: https://urait.ru/bcode/496741

Opraau3aniioHHOE W MPaBOBOE obOecrieueHne NHPOPMAIMOHHON 0€30MacHOCTH : yUYeOHUK U
MPaKTUKYM i By30B / moja peaaknuen T. A. ITonskoBoii, A. A. CtpensiioBa. — Mocksa :
NznarensctBo HOpaiit, 2022. — 325 c. — (Bricmee oOpasoBanue). — ISBN 978-5-534-
03600-8. — Texkcr : snexTpoHHbIH // OOpazoBarenbHas miaardgopma FOpaiT [caifT]. —
URL: https://urait.ru/bcode/498844

7.2. lonotHUTEIBHAS JIUTEPATYPA



https://urait.ru/bcode/497002
https://urait.ru/bcode/496741
https://urait.ru/bcode/498844

1. Kopabenvruxos, C. M. Tlpectyminenus B chepe HHGOPMAIIMOHHONW 0€30MacHOCTH : yueOHOe
nocobue s By3oB / C. M. KopabenpaukoB. — Mocksa : U3marensctBo FOpaiit, 2022. —
111 c. — (Bsicmiee obpazoBanue). — ISBN 978-5-534-12769-0. — Tekct : 31eKTpOHHBIN //
Oo6pa3oBarenbHas miaTdopma FOpaiir [caiir]. — URL: https://urait.ru/bcode/496492

2. @omuués, B. M. Kpunrtorpadgudeckune MeETOIbI 3amuThl WHpopManuu B 2 4. Yacte 1.
MareMaTuyeckue acrleKkThl : yueOHuK aisa By3oB / B. M. ®omuués, J[. A. MeIbHUKOB ; O[T
penakuueir B. M. ®omuuéBa. — Mocksa : M3znmareasctBo IOpaiit, 2022. — 209 c. —
(Beiciiee oOpazoBanmue). — ISBN 978-5-9916-7088-3. — Tekct : 2JeKTpoHHBINH //
OopasoBarenbHas wiathopma KOpaiir [caiit]. — URL: https://urait.ru/bcode/489745

3. @omuués, B. M. Kpuntorpapudyeckue MeToapl 3amuTbl HHGopmamuu B 2 4. Yacte 2.
CucreMHble W TPHUKIAIHBIE AaCHeKThl : y4eOHWK s By3oB/ B. M. ®omuués,

. A. MenbaukoB ; noa penakuueit B. M. ®omuuéBa. — Mocksa : U3gaTensctBo HOpaiir,
2022. — 245 c.— (Bwicmiee o6pazoBanue). — ISBN 978-5-9916-7090-6. — Tekcr
3JIEKTPOHHBIN // ObpazoBarenbHast wiatdopma Opaiit [caiiT]. —

URL: https://urait.ru/bcode/490421

7.3. Ilepeyenn pecypcosB HH(OPMANMOHHO-TEJIEKOMMYHHKALMOHH O ceTH
«HHTepHEeT»
1. CBobomHO moctynHble Kypcbl HTepHET-yHHBEpCcHTETa WH(POPMAIMOHHBIX TEXHOJIOTUH
(MHTYMUT) http://www.intuit.ru/;
2. [MTopran rocynapCTBEHHBIX U MYHHIMIIATIBHBIX ycayr. http://www.gosuslugi.ru/;

Odunmansuerii caiit 3AO «Koncynbsrant [Limroc» — www.consultant.ru;
Odwunmanereiii caiitr OO0 «HIIIT NapanT-CepBucy — Www.garant.ru;
www.compress.ru — Caiit xxypHana «KomneroteplIpece».

ok w

7.4 MeToanueckue YKazaHud AJad oﬁyqammnxm 10 OCBOCHHUIO JUCHUIIJITHHBI

1. Meronndeckue yka3aHMs K BBIOJHEHUIO JabopaTopHbIX pador komnanuu CKb «KoHTyp»
kypca s cryaertoB. URL: https://school.kontur.ru/courses/ap-2.

8. MaTepnainbHO-TeXHHYECKOE 00ecnieyeHne

YueOHast ayAuTOPUs AJ5 NPOBedeHUs 3aHATHI JIEeKIHHOHHOro THna. Ayauropus 124 yu.k.
Ne 2.

CrannaptHas yueOHas wmeOenb (40 yueOHBIX TOCAJOYHBIX MECT), CTON M CTYN JJs
npenoaasaresns — o 1 mr., kageapa st iektopa — 1 mrT.

KommnbrotepHsle cryneHuecknue cToibl (17 mT.), KOMIBIOTEPHBIM cTON i mpenogaBaTens — 1
1IT., MOHUTOPBI Acer — 18 mir., cucremubie 6oku Kraftway — 18 mr., kononku Genius — 18 .,
MynbTUMearanpoekrop BenQ — 1 mr., uHTepakTuBHas gocka Interwrite — 1 mr. OGecneuen
BbIXOJ B IHTEpHET.

[Tporpammuoe obecnieuenne: Microsoft Open License (Windows XP, 7, 8, 10, Server, Office
2003-2016), mumensus 66975477 ot 03.06.2016 (6eccpouHo).

YueOHast ayquTopMsi AJs NPOBeJAeHUS] 3aHATHH CEMHHAPCKOro THNA, TIPYNNOBBIX H
WHIUBHAYAJIbHBIX KOHCYJIbTAIMN, TEKYIIEero KOHTPOJISI M MPOMEKYTOYHOIH aTTeCTAlluu —
KOMIBIOTePHBI Kaace. Aynutopust 124 yua.x. Ne2.

CranpaptHas yuyeOHas MeOenb (40 y4eOHBIX TMOCAJOYHBIX MECT), CTOX W CTyd JUIs
npenojaBarens — no 1 mr., kagenpa s jekropa — 1 mr.

KomneiotepHsle cTyaeHueckre ctoibl (17 mT.), KOMOBIOTEPHBINA CTOMN JUid mpenojaBareis — 1
mIT., MOHUTOPBI Acer — 18 mir., cucremubie Ooku Kraftway — 16 wir., kononku Genius — 16 mr.,
MyabTHMeAranpoekTop BenQ — 1 mir., uHTepakTHBHAsA gocka Interwrite — 1 mr. ObGecrneuen
BbIX0J B IHTEpHET.


https://urait.ru/bcode/496492
https://urait.ru/bcode/489745
https://urait.ru/bcode/490421
http://www.intuit.ru/
http://www.gosuslugi.ru/
http://www.consultant.ru/
http://www.garant.ru/
http://www.compress.ru/
https://school.kontur.ru/courses/ap-2

[Iporpammuoe obecnieuenue: Microsoft Open License (Windows XP, 7, 8, 10, Server, Office
2003-2016), muniensus 66975477 ot 03.06.2016 (6eccpodHo).

IMomelmenne 1Jisi CaMOCTOSATEbLHON PadoThl — KOMIBIOTEPHBIN KJIAcC € JOCTYNOM K CeTH
«HuTepuer» un INOC Cmonl'y. Aynutopust 124 ya.x. No2.

CrannaptHass yueOHas wmeOenb (40 yueOHBIX TOCAJOYHBIX MECT), CTON M CTYN s
npenojasarens — no 1 mr., kapenpa s jekropa — 1 mir.

KomnerotepHsle cTyaeHueckre ctonibl (17 mT.), KOMIOBIOTEPHBIN CTOJ Ui mpenojasarens — 1
1IT., MOHUTOPBI Acer — 18 mit., cucremusie 6oku Kraftway — 18 mr., kononku Genius — 18 .,
MynbTUMeuanpoekrop BenQ — 1 mr., uaTepakTuBHas aocka Interwrite — 1 mr. OGecneuen
BBIXOJl B VIHTEpHET.

[Iporpammuoe obecnieuenue: Microsoft Open License (Windows XP, 7, 8, 10, Server, Office
2003-2016), muniensus 66975477 ot 03.06.2016 (6eccpodHo).

9. IlporpamMmmHoOe oGecrieyeHue

1.Kaspersky Endpoint Security miis 6uzneca Ctangaptasiii AO «Jlaboparopust Kaciepckoroy.
2. Microsoft Open License B cocrage:

— Microsoft Windows Professional XP, 7, 8 Server Russian;

— Microsoft Office 2003-2016 Russian.

3. CK31 Kpunrollpo (nuieH3usi, MHTErpUpoBaHHas B cepTUUKAT UIsi 00pa3oBaTENbHBIX
KypCOB B paMKax IporpaMMsl akagemuueckoro naptHepcrsa ¢ CKb Konryp).

4. BeG-cepBuchl 0e30yMaXHOTO IOPUAMYECKH 3HAUUMOTO JoKyMeHToobopora kommnanun CKb
«Kontyp» (B pamkax nporpammsl akagemuueckoro napraepcrsa ¢ CKb Konryp).

5. Koudurypanuu na 6aze 1C: Ilpeanpusrue 8.3.

6. BackTrack 5 R3 (cBobomHo pacmpoctpansemas coopka I1O na 6a3e LinUX mist cucTeMHOTO
anmunuctpuposanus, URL:http://nextleveltricks.com).



http://nextleveltricks.com/

