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1. MecTo nucuuniuHbl B crpykrype OIT

Hucuumnuna «OcHOBbI MHGOPMALMOHHON 0€30MacHOCTHY» OTHOCHUTCS K 00s3aTeNbHON
gacTu y4eOHOro miaHa oopazoBareiabHoOU nporpammbl 38.05.01 DxoHoMuYeckas 6€30MacHOCTb,
creluann3anus. S5 KOHOMUKO-TIPaBOBOE 00ecreueHne YKOHOMUYECKOM 0€30MacHOCTH.

W3yuenne AUCUMIUIMHBI TpEAINONaraeT coveTaHue (yHIAMEHTAIbHOW MOATOTOBKU C
OCBOGHUEM TEXHOJOTUU MPUMEHEHHsI CHEIHATU3UPOBAHHBIX IPOrPAMMHBIX MPOAYKTOB U
CHCTEM, OpPHEHTHPOBAHHBIX Ha 3allUTy HSKOHOMHYECKOM U ciyxeOHOW wuHpopMarmm,
OasupyeTcss Ha  KOMIIETEHIMSAX, CHOPMHPOBAHHBIX  HpPU  HU3YYEHUU  JAUCLUILTUHBI
«npopmatuka.

[Ipu moaroroBke crynentoB no HampasiaeHuio 38.03.02 MenemxkMeHT nHGOPMAITHOHHAS
NOJArOTOBKa MMeeT Ooibinoe 3HadeHue. BrpiOpanHas umu cdepa Oymymiend AesTeNIbHOCTH
CBs3aHA, KaK MPaBHIIO, C HEOOXOAMMOCTBHIO pabOThl ¢ HMH(OPMALMOHHBIMU CHUCTEMaMH st
XpaHeHHus, OOpadOTKM, Tepefayd M 3allUThl 3HAYUTEIBHBIX OOBEMOB 3KOHOMHUYECKOH H
cinyxeOHoil wuHpoOpManuu, ¢ HEOOXOJUMOCTHIO MPUHUMATH YIPABICHUECKUE pELICHUS U
coBepulaTh HOPUINYECKUE ACUCTBUS B TOYHOM COOTBETCTBMM C 3aKOHOM, IOITOMY H3y4€HUE
COOTBETCTBYIOIIUX HH(DOPMAILMOHHBIX TEXHOJOTHUH U CHCTEM, a TaKKe HOPMATHBHO-TIPABOBOMU
0a3pl Il UX TPaMOTHOTO HCIOJB30BAHUS B 00S3aTENBHOM IOPSIKE BXOIUT B IMPOrPaMMy
00y4YeHHs CTYJICHTOB.

2. [lianupyembie pe3yJibTaThl 00y4YeHHUs M0 TUCHHILINHE

Komnerennus WMHauKaTopsl JOCTUKEHUS

OIIK-5 3HaTh: 0a30BbI€ MOHATHUS U TEOPETUUECKHUE OCHOBBI
Crnioco0OeH oCyIIecTBIATh po(hecCHOHANBHOM STUKU U CIIY)KEOHOTO 3THUKETA;
HPO(I)GCCI/IOHEUIBHYIO ACATCIBHOCTD B OTHYECKUE OCHOBBI IIOBEJICHUA B KOJIJIEKTHUBE;
COOTBCTCTBHM C HOPMaMH MIPUHIUIIBI U HOPMBI OTUKH U DTHUKETA; COAEpKaHUE
NPO(ECCHOHATLHON STHKH, HOPMaMH IIPAaBOBBIX KaTErOpUMl M TIOHATHHA; HOPMAaTHUBHO-
paBa, HOPMaTUBHBIMH IIPaBOBBIMU IPaBOBbIC KT, pPerIIaMEHTHPYIOLIHE
aKTamMu B chepe SKOHOMHKH, npo(eCCHOHANEHYIO  JIEATENBHOCTE B cdepe
MCKJIIOYAIOIMMU POTHBOIPABHOE AKOHOMUKL.

TIOBE/ICHHAC. YMeTh: OIICHHUBAThL (bakTbl u SIBJICHUSA

npoeCCUOHANBHONW  JEATENIBHOCTH € 3THYECKOU
TOYKHU 3PCHHS; MPUMEHATh HPABCTBEHHBIE HOPMBI U
npaBuia TOBEJCHUS B KOHKPETHBIX
npoeccuoHaIbHbBIX CUTYalUsX; BBITIOJTHATD
npodeccuoHaIbHbIE 3a7auyd B COOTBETCTBUU C
HOpPMaMu MopaJid, NpOoPEecCHOHATBHOW JTHKU H
CIIy’)K€OHOT'0 3THKETa; OCYLIECTBIAThH MMOMCK, aHATIU3
U HUCIIOJIb30BAHWE HOPMATHUBHBIX M  IPAaBOBBIX
JIOKYMEHTOB B NPO(eCCHOHANBHOM eI TeTbHOCTH.

Baagerb: MeTONMKONW OIEHKM U pa3pelieHus
BO3ZHUKAIOIIUX OSTUYECKUX TMPOOIeM; MpaBUIaMU
ATHKETa, MO3BOJISIIOIIMMU  HAXOoAWTh Haubosee
3 HEKTUBHYIO TPOrpamMMy JOKHOTO TTOBEACHUS BO
BCEM MHOT000pa3uu MpohecCHOHATBHBIX CUTYaINM;
HaBBIKAMHM  MPEIYNPEkKJaTb U  KOHCTPYKTHUBHO
paspemiate KOHQIMKTHBIE CHUTYyallud B IpoOIEcce
npodeCCUOHATBLHON ~ JESATEIbHOCTH,  HaBBIKAMH
paboTHI C HOPMAaTUBHBIMU JOKYMEHTaMH,
periIaMeHTHPYIOIIUMU npodeccroHanpHyI0
JeAaTeNIbHOCTh B cepe HSKOHOMHKH, HaBBIKAMHU
WCTIOJIb30BAaHMsI NPABOBBIX 3HAHWHA Uil PELICHUs




MpoQ)eCCUOHATLHBIX 3a/ad.

OIIK-6

CnocoO¢H MCI0JIb30BaTh COBPEMECHHbBIC
HH(GOPMAIMOHHBIE TEXHOJIOTUH U
MIPOTPAMMHBIE CPEACTBA MPH PEIICHUN
po¢)eCCHOHAIIBHBIX 3a]1a4.

3HATB: OCHOBHBIE METOABl H  MPOrPAMMHO-
anmaparHble  CPEIACTBA  IONYYCHUS, XPaHCHHS,
MOKCKa, CHCTEMaTH3aluu, oOpabOTKM U Mepenayu
uH(popMaIuy, TEXHOJIOTHYECKHE CpencTBa
aBToMaru3anuu  oOpabotkum  umHpoOpManuu  C
UCIIONIb30BaHWEM 0a3 JaHHBIX, OCHOBHBIC CETEBBIC
MPOTOKOJIBI MepeAayu JaHHBIX B MH(GOPMALMOHHBIX
CUCTEMaX, TEXHUYECKOE u IOPUIMYECKOE
obecrieueHne JIOKQJIbHOM u CETeBOM
nH(OPMAIIMOHHONW O€30MacCHOCTH W HOPUIUYECKH
3HAYUMOTO 3JIEKTPOHHOIO JOKYMEHTO00OpOTa B
PKOHOMHUYECKUX  HMH(OPMALMOHHBIX  CHUCTEMaX,
MaTeMaTH4ecKoe OOecleueHue HMHTEIEKTYaIbHbBIX
WH(OPMAIMOHHBIX CHCTEM.

YMmern: paboTartb c Pa3InYHBIMU
UH(OPMAITMOHHBIMU pecypcamu "
WH(POPMAIIMOHHBIMH TEXHOJOTUSIMH T10 00paboTKe
uHpopManuy,  pemarb ~ 3aJa4yd  00pabOTKH

HSKOHOMHMYECKOW HHpopManuu cpeacrsamMu  0a3
JMAHHBIX, WHTEIUIEKTYIBHBIX HMH(OPMAIIMOHHBIX
CHCTEM, HACTPauBaTh CPEACTBA KPUITOTpapruecKon
3alMThl WH(POPMAILUHU, OCYIIECTBIATH FOPUIUUYECKU
3HAYMMBIM JTOKYyMEHTOOOOpPOT € KOHTpareHTamu MU
KOHTPOJIMPYIOIIMMU OpraHaMu C HCII0JIb30BAaHUEM
AJIEKTPOHHOM TOJMHMCH U  «OOJAayHBIX» CHCTEM
JIOKyMEHTO000pOoTA.

Baaners:  MH(MOPMAIMOHHBIMH  TEXHOJOTHSIMHU
CO3JaHMsI, XpaHEHMs, TIIOMCKa, CUCTEeMaTHU3alHH,
00paboTKM M mepeaayd MHGOpMalMU; METOJAaMHU U
nprueMaMu 00pabOTKM MacCHUBOB HH(POpPMAIUU C
UCTOJb30BAaHUEM  TEXHOJIOTMH  0a3  JaHHBIX,
UCKYCCTBEHHOI'O HWHTEIJIEKTa M  3allIUIIEHHOIO
oOMeHa JTaHHBIMHU C UCIOJIb30BAHUEM 3JIEKTPOHHOU
MOJIMUCH.

OIIK-7

CriocoOeH NOHUMAaTh HPUHIMITE PA0OTHI
COBPEMEHHBIX HH(MOPMAIIMOHHBIX
TEXHOJIOTHI U MCIIOJIL30BATh UX IS
pelieHus 3aaau npodeccuoHanbHON
JIeSITeIIbHOCTH.

3HaTh:  TpUHOHUIBI  pabOTBl  COBPEMEHHBIX
MH(OPMALIMOHHBIX ~ TEXHOJIOTUH;  HOPMAaTUBHO-
MpaBoByIO0 0a3zy Ui OpTaHU3alMH 3alIUIEHHOTO
XpaHEHUs U Iepeladydl JaHHBIX, XapaKTEPU3YHOIINX
JIESTEIbHOCTh ~ XO3AUCTBYIOIIUX  CYOBEKTOB U
COCTABIISTFOIITIX KOMMEPYECKYIO W/
rOCy/IapCTBEHHYIO TalHY;

YMeTb: aAMUHHCTPUPOBATH MPOTOKOJBI OOMEHa
JaHHBIMA U paboTaTh B JIOKAJIBHOW U TI00AIBHOMN
KOMIIBIOTCPHBIX CETAX, IMNPUHUMATb MEPBI A
obecrnevyeHns COXpaHHOCTU JTAHHBIX, COCTABIISIONTNX
KOMMEPUYECKYI0 HW/WIM TOCYJapCTBEHHYIO TalHY,
HACTpaWBaTh PETUCTPAIIMIO W METOJbl ayAHTa
coOBITHI MH(HOPMAIIMOHHON CUCTEMBI OpTraHU3aIHH;
MNpUHHUMATh PCHICHUA W COBCPIIATL HOPUAUYCCKUC
JICHCTBUSI B TOYHOM COOTBETCTBUU C 3aKOHOM;
Bianers: nmporpaMMHO-TEXHUYECKUMU CPEACTBAMHU




obOecrieueHHs] PETUCTpalid W ayauTa COOBITUH
UH(POPMALOHHOM CUCTEMBI, HaBBIKAMU
o0ecrieyeHHs 3alIUThl HHGOOPMAIMH OT Pa3IMYHBIX
yrpo3 UHGOPMAIMOHHON 0E30MacHOCTH B TOYHOM
COOTBETCTBUH C 3aKOHOM.

K-2

Cnoco0€eH OCYIIECTBIATE COOP, aHAIN3 U
00pabOTKY JAHHBIX JJII IPUHATHUS
YIPaBJIEHUYECKUX PEIIEHUHN 10
o0ecIIeYeHHI0 IKOHOMUYECKOM
0€e30MacHOCTH, B TOM YHCJE JIJIS OLIEHKU
PHCKOB.

3HAaTh: UCTOYHUKH YKOHOMUYECKOW M (PMHAHCOBOMA
uHpopManu B MacmTabax BCEro  CHEKTpa
PKOHOMHYECKON 0€30MacHOCTH /Il OpraHU3aIfil B
LEeIAX MPUHATUS YIOPaBICHUYECKUX DPEIICHHM 1O ee
00€CIeUeHNI0; OCHOBHBIC TIOHSATHS U  METOJIBI,

HE00X0uMbIe JUIs pacyera OLICHKH
DKOHOMHYECKMX W  (UHAHCOBBIX  PELICHHUH,
OCHOBHBIE METO/bI MaTEeMaTU4YeCKOro

MOJIEJIMPOBaHUs (PMHAHCOBBIX 3a/1a4.

YMeThb: coOupaTh, aHAJTU3UPOBATH U TPEIOCTABIATH
HSKOHOMHYECKYI0O W (PMHAHCOBYIO WH(pOpMAIUU IS
PHHSITHS YIIPaBICHYCCKUX peleHui o
00eCIeYCHHIO YKOHOMUYECKOM 0€30I1aCHOCTH, B TOM
9uclie U1 OICHKH  PHUCKOB, PAacCUYUTHIBATH
CTOUMOCTb (PMHAHCOBBIX PEIICHU C yU€TOM OLEHKU

PUCKOB n BO3MOXXHBIX SKOHOMHYCCKHUX
HOCJIGIICTBPIPJI; pacCuUUThIBATh IIoKa3aTcjiin
3¢)q}eKTI/IBHOCTI/I IMPOU3BOJACTBCHHBIX HHBCCTHHHﬁ;
AHAJIM3UPOBATH IMOJIYYCHHBIC 9KOHOMHMKO-

MaTeMaTHYeCKue MOJENU peajJbHbIX (PUHAHCOBBIX
3aJa4, MMOJIy4aTh MPOTHO3BI U JIeJaTh PEKOMEH AN
Ha OCHOBE MPOBEACHHOI0 aHAJIN3A.

Bananers: HaBbIKaMH aHaIW3a U NPOTHO3UPOBAHUSA
HPKOHOMHMUYECKMX U (MHAHCOBBIX pEIICHUN A
IIPUHSTHS YIPaBIECHUYECKUX peleHui o
00eCreyeHnI0 SKOHOMUYECKOM 0e30MacHOCTH, B TOM
quCJIe JIs OLIEHKU PUCKOB, PACCUUTBIBATH CTOMMOCTh
(MHAHCOBBIX PEIICHUH C yYETOM OLIEHKH PUCKOB U
BO3MO>KHBIX SKOHOMUYECKUX MOCJIEICTBHI;
pacCUMTHIBATH ITOKa3aTeNH 3¢ deKTUBHOCTH
IIPOM3BOJICTBEHHBIX HMHBECTULIMN; aHAIM3UPOBATh
MOJIyUEHHbIE 3KOHOMHUKO-MAaTeMAaTUYECKUE MOJAEIN
peanbHbIX (PUHAHCOBBIX 3a/1a4, HOJTYYaTh IPOTHO3BI U
JIeNIaTh PEKOMEHJALMKM Ha OCHOBE IIPOBEACHHOIO
aHaJIM3a.

3. Conepxxkanue IMCHUNINHbBI

Tema 1. UndopmanuonHasi 0e30macHOCTb UM YpPOBHU ee oOecneuenusi. [lonsrtue
«uH(popMaloHHas 6e30macHOCTby. CocTaBistone HHPOPMALMOHHON 6€30MacCHOCTU. Y POBHU
dbopmupoBanus pexuma HHPOpMaUMOHHON Oe3zomacHocTH. HopmaTHBHO-TIpAaBOBBIE OCHOBBI
uHpopMannoHHoM 6e3onacHoctu B PO. Ctanaaptel nHopManmonHoi 6e3omnacHocT: «O0mue
kputepun». CTaHaapThl THPOPMAIMOHHON 0€301TacCHOCTH pactpeieIeHHbIX cucteM. CTaHIapThI

UH(POPMALIMOHHOM  GEe30MacHOCTH B

P®. AnMUHHMCTpPAaTUBHBIH ypOBEHb OOECIEUEeHUs

nHpopmarnmonHoi O6e3omacHocTu. Knaccudukanus yrpo3 «uHGOPMAIIMOHHOW 0€30MacCHOCTH.
AHanu3 yrpo3 nH()OpMalMOHHON OE€30MMaCHOCTH.




Tema 2. KomnbloTepHble BHPYCHI M 3alMTa OT HHX. BUpYCH Kak yrposa
uH(popMalnoHHON Ge3omacHocT. Kinaccudukaiys KOMOBIOTEPHBIX BUPYCOB. XapaKTepUCTHKA
«BUPYCOIOJO0HBIX» MPOrpaMM. AHTUBHPYCHBIE Tporpammbl. [IpoduinakTrka KOMIBIOTEPHBIX
BHUPYCOB.

Tema 3. UndopmanuonHasi 6e30MacHOCTh B KOMNBIOTEPHBIX ceTax. OcoOeHHOCTH
obOecrieueHrss WH(OPMALMOHHONW OE€30MacCHOCTH B KOMIIBIOTEpHBIX ceTsiXx. CeTeBble MOJENU
nepenayn JaHHBIX. Mojaens B3auMojaencTBus OTKpPBITHIX cucteM OSI/ISO. Anpecanus B
ro6anpHbIX ceTsax. Knmaccudukanus ynajaeHHBIX yrpo3 B BBIYMCIUTENBHBIX CETSX. THUIIOBBIE
yAaJICHHbIC aTaKU U UX XapaKTEPUCTHUKA.

Tema 4. MexaHu3mbl odecneyeHus HHPOPMALMOHHOM 0€30MaCHOCTH.
Unentudukanus u ayreHTudUKanus. MeToapl pasrpaHuueHue qocTymna. Peructpaius u ayaur.
MexceTeBoe 3KkpaHupoBaHue. TeXHOIOTUsI BUPTYyaIbHBIX YacTHBIX ceTei (VPN).

4. TeMaTU4YeCKMIii MJIaH

@OpMBI 3aHATHN
No Bceero
Pasnensl u TeMbl Camocros-
ITpakTyy. JIaGopartop.
n/n acos Jlexuun P patop TenbHas
3aHATUSA 3aHATUA
pabora
Nudopmanmonsas 0€30mMacHOCTh
opmarg 22 4 0 4 14
Y YPOBHHU €€ 00€CTICUCHHSI.
KoMibsroTepHbie BUPYCHI U 3aIATA
p Py = 28 2 0 12 14
OT HUX.
Nudbopmarmmonsas 6€30acHOCTE B
(opwar 32 6 0 10 16
KOMITBIOTEPHBIX CETHX.
MexaHu3MBI 00eCIIeUeHNS
Ny 26 4 0 8 14
MH(pOPMAIMOHHOM 6€30MacCHOCTH
Bcero 3a cemectp | 108 16 0 34 58

5. Buabl o0pa3oBaTeibHOM AeSITeIbHOCTH
3aHATHSA JTEKIIHOHHOI0 THIIA

Tema 1. UndopmanuonHasi 6e30acHOCTb H YPOBHH ee 00ecrevyeHusl.

Jlexuus 1. ITonsitue «uH(pOPMAaLIMOHHAS 0€30I1aCHOCTbY. Cocrasnsromue
nH(pOpPMallMOHHON  0e30MmacHOCTU. YPpOBHU (OPMUPOBAHUSA peKUMa HHGOPMaIMOHHON
6e3omacHocTd. HopmaTuBHO-TIpaBOBBIE OCHOBBI HMH(OpManmoHHOW Oe3omacHocTH B PO.
Cranpaptel uHpOpMaMOHHOM Ge30macHOCTH: «O0IINe KPUTEPUNY.

Jlexuust 2. Ctannaptel HWHGOPMAIMOHHON 0€30MacHOCTH PACHPECNIEHHBIX CHCTEM.
Crangaptel HHQOpMaIMOHHOM Oe3onacHocTH B PO. AMUHHMCTpaTUBHBINA YPOBEHb OOECTIEUeHUS
uHpopMannoHHON Oe3onacHocT. Knaccudukamus yrpos «uH(OpMamoHHONW 0€30IacHOCTHY.
AHanu3 yrpo3 nH(popMalnOHHON O€30MaCHOCTH.

Tema 2. KomnbloTepHbIe BUPYCHI H 3a1UTA OT HUX.

Jlekuus 3. Bupycel kak yrposa wuH(popmanuoHHoW Oe3omacHoctu. Kitaccudukanus
KOMITBIOTEPHBIX BHPYCOB. XapaKTEpUCTUKA «BUPYCOMOAOOHBIX» MpPOrpaMM. AHTHUBUPYCHBIE
nporpammsl. [IpoduiakTnka KOMIIBIOTEPHBIX BUPYCOB.




Tema 3. UndopmanuonHas 6€30MaCHOCTh B KOMINBIOTEPHBIX CETHX.

Jleknus 4. Ocobennoctn  obecrieueHuss  MHPOPMAIIMOHHOW  O€30IaCHOCTH B
KOMIBIOTEPHBIX ceTsax. CeTeBbie MOJICNH Mepeiauu TaHHBIX.

Jleknus 5. Monens B3ammoneicTBusi OTKpBITHIX cucteM OSIISO. Appecanmst B
TII00ANBHBIX CETSX.

Jlekums 6. Knaccuduxanus yganeHHbIX yrpo3 B BBIYUCIUTEIBHBIX CETAX. THIIOBbIE
ylaJeHHbIC aTaKU U X XapaKTEPUCTHKA.

Tema 4. Mexanu3Mbl o0ecrieueHus HHPOPMAIHOHHOM 0€30NIACHOCTH.

Jlexuus 7. Unentuduxanus u ayreHtupukauus. Meronpl pasrpaHHdYeHUE [TOCTYIA.
Perucrpanus u ayaur.

Jlexuust 8. MexcereBoe SKpaHMpoBaHUE. TEXHOJOTHs BHUPTYaIbHBIX YaCTHBIX CETEH
(VPN).

3aHATHS CEMHHAPCKOTo TUNA (J1a0opaTopHbie PadoThI)

JlabopaTopHas padora Nel (4 yaca).

Llesb: HAyYUTHCST BOCCTAHABIUBATH (Daiiiibl, 3apakeHHbIC MAKPOBUPYCOM.

[TporpammHOe oOecieueHre U MaTepraibl: akTyaibHas Bepcus MS Office.

Pemaemble 3agaum. ycTpaHCHHE MaKpOCOB M3 JIOKyMEHTa, paboTa C 3apaKeHHBIM
JIOKYMEHTOM B 3all[MIIICHHOM PEKUME, HACTPOiiKa koMmmoneHToB 6e3onacuoctu MS Office.

KonTposbHbIe BONPOochl K J1adopaTopHoii padore Nel:

1. Kakwue (aiinsl 3apakaroT MaKpOBUPYCHI?

2. Kak npocMoTpeTh KOJ1 MakpoBHpyca?

3. Kak BocctaHOBUTH (haiii1, 3apaykeHHBI MAKPOBHPYCOM?

JladopaTopuas pagora Ne2 (4 yaca).

Henb: ocymecTBUTh NpodminakTUKy 3apaxeHuss OC TpOSHCKUMU IporpaMMamMH.

[Tporpammuoe obecrieueHre u Matepransl: Regedit.

Pemaemble 3agaun: pabora ¢ peecTpoM OINEpalMOHHON CHCTEeMBbI, paboTa ¢ pasaenaMu
peecTpa, OTBEYAIOLIMMH 32 aBTO3aIyCK OT UMEHH I10JIb30BaTelNeil U CUCTEMBI.

KouTtpoJbHbie Bonpochl Kk JiadopaTopHoii padore No2:

1. Yro Takoe peectp?

2. TlosicauTEe 0COOEHHOCTH «TPOSTHCKHUX IPOTPAMM).

3. Iloyemy npodunakTHKa «TPOSHCKUX MPOrpPaMM» CBSi3aHa C CUCTEMHBIM peecTpoM?

4. Kakue pa3fensl U KITIOYH SBISIOTCS TOTEHIIMATBHBIMA MECTaMH 3aITUCEH «TPOSHCKUX
porpaMmm»?

JlaGopaTtopuas pa6ora Ne3 (4 yaca).

Lenb: HayuuThCA AMUHUCTPUPOBATH MOUTOBBIN KineHT Outlook Express.

[Tporpammuoe oOecnieuenue u marepuaisl: Outlook Express.

Pemaemble 3agauu: pa3paboTka CHUCTEMBl NPAaBWJI IO YIPABICHUIO BXOISIIMMHU
coobmienusmu B Outlook Express u Hactpoiika Outlook Express ans mepemaun cooOuieHuit ¢
AIEKTPOHHOU MOJHUCHIO.

KoHnTpoJsbHbIe Bonpockl K 1adopaTopHoii padore Ne3:

1. JIns 4ero ucnosib3yercs MEXaHU3M 3JIEKTPOHHON U(POBON OAMUCH?

2. Yto nonumaercs noj ceprupukarom?

3. Kakoit meTon mmdpoBaHus UCTIONB3YET JIEKTPOHHAS TU(PpOBast MOAIUCH?

JlaGopaTopuas padora Ned (4 gaca).
Lenb: HacTpouTh MapaMeTpsl ayrenTudukanmun Windows.



[TporpammHOe obecieueHre U MaTepHraibl: maHenb ynpasienus MS Windows.

Pemaemble 3agayM. HAcTpOiiKa IapaMeTpOB JIOKAIBHOW MOJUTHKH OE€30MaCHOCTH
orepanroHHo# cucteMbl Windows: MOMUTHKA aposieil, OJIOKUPOBKU YUETHBIX 3aIHCEH.

KonTposibHbIe BONPOCHI K J1adopaTopHoii padore Ne4:

1. Uro takoe ayTeHTUUKAIMS U UACHTHPUKAINSA?

2. J1ns 9ero npuUMEHSIOTCS] 3TH MEXaHU3MBI?

3. UTO MOXHO HAaCTPOUTH C IIOMOIIBIO OCHACTKH JIOKanbHast MOJIUTHKA OE30MaCHOCTH.

JlaGopaTopuas padora Ne5 (4 gaca).

Lens: HayunTbes paboTaTh ¢ mudpyromei ¢aitnosoii cuctemoii EFS.

ITporpammuoe obecrieuenue u marepuaisi: MS Windows.

Pemaemble 3agaum: BKIIOYUTh M OTKIIOYUTH MmHUpoBaHue ¢aiioB mudpyromei
daitnoBoii cucremoit EFS. DkcnoprupoBats ceprudukar ¢ kirodaMu Juis paciudpoBku (aiinos
Ha JIPyrOM KOMITBIOTEpE.

KoHnTpoJbHbIe Bonpockl K JjadopaTopHoii padore NeS:

1. Yto BXOAUT B KPUNITOCUCTEMY?

2. CpaBHuTe MeTObI UGPOBAHUS C OTKPBITHIM U 3aKPBITHIM KIFOYOM (aCUMMETPUYHOE
¥ CHMMETPUYHOE u(poBanHwme).

3. Uto Takoe mmc?

4. Haznauenue mmdpyromeit daiinosoii cucremsr EFS.

JlaGopaTopHas padora Ne6 (4 gaca).

llenb: Ha3HAUMTH MpaBa MOJB30BATENEH MPU MPOU3BOJIHLHOM YIPABICHUH JOCTYIIOM B
Windows.

[Tporpammuoe obecneuenue U Matepuaibl: MS Windows.

Pemaemble 3agaum: co37aTh YUYETHYIO 3allUCh M JIOKAJIBHYIO TPYIITY, H3MEHUTH
NPUHAAISKHOCTh TOJB30BATENsl K JIOKAJBbHOW TIpymme, OJOKUpPOBaTh YYETHYIO 3aluch
TI0JIb30BATEIIS.

KoHnTpoJsbHbIe BOnpockl K 1adopaTopHoii padore Ne6:

1. Kakue MeToibl ynpaBiieHus: 40cTyrnoM BaM u3BecTHbI?

2. Yem oTnMy4aeTCsi MaHAATHOE YIIpaBJI€HHE JOCTYIIOM OT JUCKPETHOTr0?

3. lomyctumo su uMst niosib3oBaresss Cvonl Y4\1? TToyemy?

JlaGopaTopnas padora Ne7 (2 yaca).

Ienb: HacTpolika mapaMeTpoB perucTpanuu 1 ayaura B Windows.

[Mporpammuoe obecnieuenue U Mmatepuaisl: MS Windows.

Pemaemble 3ajauyM.  aKTUBM3MPOBATH  MEXAaHU3MBl  PETUCTpAllMM M ayauTa
orepauoHHoi cucteMbl Windows, HACTpOUTH MapaMeTpbl IPOCMOTpa ayJauTa Marok U ¢ailyios.

KoHnTpoJsbHbIe Bonpockl K 1adopaTopHoii padore Ne7:

1. Yem oTimnyaroTCs perucTpauus u ayauT?

2. Yto sABIIsSIETCS CPEICTBAMH PETUCTPALMH U ayaAuTa?

3. Kakue coObITHs (GUKCHPYIOTCSI B CHCTEMHOM KypHaie?

4. Yto (ukcupyer cucreMa Inpu perucTpanu coObITUi?

JlaGopaTtopuas padora Ne§ (2 yaca).

Ilens: HayIuTHCS YNpaBIATh madimoHamu 6e3omacHoctd Windows.

[Tporpammuoe oOecnieuenue u marepuaini: MS Windows.

Pemaemble 3agaum: 3arpy3utTh penakrop IllabGmona Ge3omacHOCTH, OTPEeNaKTUPOBATH
11120JI0H 6€30MaCHOCTH U COXPAHUTh €r0 C HOBBIM UMEHEM.

KonTposibHbIe BONPOCHI K J1adopaTopHOii padore Ne§:

1. JIns yero ucnons3ytorcs [labaonsr 6e3omacHocT?



2. B xakoM MecTe Ha TUCKe XpaHATCS (110 YMOIYaHHIO) MIa0JIOHBI 0€301MacHOCTH?
3. Kakue paznensl BkiroyaeT cranaapTHeii [1labion 6e3omacHocT?

JlaGopaTopuas padora Ne9 (4 gaca).

Llenb: OCyIIECTBUTh HACTPOWKY M UCTIOJIB30BaHUE MEKCETEBOr0 dKkpaHa B Windows.

ITporpammHuoe obecnicueHne U Matepuaibl: oOpanamaysp Windows.

Pemaemble 3a1a4u: aKTUBU3UPOBATH BCTPOCHHBIN OpaHIMay3p OMEPAIMOHHON CHUCTEMBI
Windows, HacTpOHTh €ro mapameTpsl.

KouTtpoJbHble Bonpockl K JJadopaTopHoii padore Ne9:

1. Yro Takoe 6panamay’p?

2. Kakue ObiBaroT OpanamMay3psi?

3. Uro dukcupyer xKypHan 6e3onacHoCcTH OpaHaMayspa’?

JlaGoparopuasi padora NelO (2 uaca).

Henb: co3nats VPN-nogxrouenue cpeacrsamu Windows.

ITporpammuoe obecrneuenue u marepuajisi: MS Windows.

Pemaemble 3axaun: co3nate VPN-OAKIIIOUEHHE U BBIITOJIHUTB €70 HACTPOMKY.

KoHnTpoJbHbIe Bonpockl K J1adopaTtopHoii padore Nel0:

1. Kakue wmexaHu3Mbl 0O€30MaCHOCTH  HUCIHOJB3YIOTCS mpu  peanmsauuu  VPN-
HOIKIIOUEHUS?

2. YTo Takoe «TYHHEIb» H B YeM COCTOUT IPHUHIIUI «TYHHEIUPOBAHUS»?

3. B yem 3akmtovaroTcs 3amuTHBIE PYHKIUK BUPTYalIbHBIX YACTHBIX CeTei?

CamocrosiTesibHas padoTa

CamocrosiTenbHast paboTa CTyJIEHTOB HallpaBJIieHa Ha yri1yOJIeHHe U 3aKperjieHue 3HaHUH,
a TaKk)Ke pa3BUTHE NMPAKTUUECKUX YMEHHUH 1 3aKIIF0YaeTCs B:

e paboTe C JIGKIIMOHHBIM MaTepHUaioM, TOMUCKE W aHaJM3€ JIUTEPATypPhl U AIIEKTPOHHBIX
MCTOYHUKOB MH(POpMAIUY;

e  BBINOJHEHUM JIOMAITHUX 33JaHUi (JOMAaIlIHUE 3a/1aHus IPECTABISIOT U3 ceOs nepeyeHb
3a1a4, C KOTOPbIMHU CTYACHTBI HE CIHpPAaBUJIHNCHL B XOJC BBIIIOJTHCHUA Ha60paTOpHI)IX
paboT), 3aJaHuii A1 CaMOCTOSITEILHOIO BBIOJIHEHUS K Kax/10i 1abopaTopHoil pabore,
MOJITOTOBKE OTBETOB HAa KOHTPOJIBHBIE BOIPOCHI K Ta0OpaTOPHBIM paboTam;

® U3YyYEHHUH TEOPETUYECKOIro MaTepHaia K Ja00paTOPHBIM 3aHATHUSM.

CamocTtosTenbHass paboTa CTylEHTa MO HACTOSIIEMY KypCy SIBISI€TCS TapMOHHYHBIM
IPO/IOJKEHUEM BBINTOJIHEHUS 3aaHui, 0003HAYEHHBIX B paMKax JJaOOpaTOpPHBIX paboT, a Takke
paboThI ¢ JEKIMOHHBIM MaTEPUaJIOM I10 €ro PacIIMPEeHHIO IPU MOMCKE OTBETOB HA BOIIPOCHI ISt
CaMOCTOSITEIBHOTO U3yUEHUSI.

[TpoBepka KadecTBa CaMOCTOSTENBHON pabOThI CTY/IEHTOB IMPOBOJUTCS BO BPEMsI 3alllUTHI
nabopaTtopHbix pabor. CTyneHT JOJKEH OpHEHTHUpOBaTbcs B TEOpeTHYecKod  Oase,
HEO0OXOIUMOM /1JIsl BHITIOJIHEHUS TEKYIIEeH padoThl, BBIMOJIHUTD BCE 3aJaHUS U3 J1a0OpaTOPHOU U
CaMOCTOSITENIBHOM YacTel, yMETh OTBE€YaTh HA KOHTPOJIBHBIE BOIPOCHI 10 HAPABICHUIO JaHHON
paboTHI.

Bonipocs! 1151 caMOCTOATEIBHOIO H3YYeHUs
Tema 1. UndopmannonHasi 6e30aCHOCTH U YPOBHH ee o0ecrieyeHusd.
Bonpocs! 1U1s1 caMOCTOATETLHOT0 H3YYeHHsI TeMbl 1:
1. B uem 3akirouaercs npobiema «MH(GOpMaMoHHONH 6€301acHOCTH»?
2. Jlaiite onpenenenue «MHGOPMAITMOHHONW O€30MTaCHOCTH.
3. Ilepeuncnure cocTaBisionIre HHPOPMALMOHHON 0€30MaCHOCTH U X OIpeJIeIICHHE.



4. Kakum 00pa3oM B3aMMOCBSI3aHBI MEXIy COOOH COCTaBisIONIMEe MH()OPMAIMOHHON
6e3onacnoctu? IlpuBeaure coOCTBEHHBIE TPUMEPBHI.

5. Ilepeuncnure ypoBHU (GOPMHPOBAHUS pPeKUMa HHPOPMALMOHHOM OE30MACHOCTH.

6. Ilepeuncnure  OCHOBONOJIATAIOLIME  JOKYMEHTBl [0  «MH(POPMALMOHHOM
0€30MacCHOCTHY.

7. OcHOBHBIE 3aJaud «MH(OpPMAIMOHHONW O€30IaCHOCTH» B  COOTBETCTBUU C
Konuennueit HatnonaneHoM 6e3onacHocTy PO.

8. Kakasg oTBeTCTBEHHOCTh B YTOJOBHOM Kojekce P®D mpeaycmoTpeHa 3a co3faHue,
MCII0JIb30BaHUE U PAaCIPOCTPaHEHUE BPEIOHOCHBIX IIporpamm ais O9BM?

9. Kakue Buasl TpeboBanuit Bkiovaet cranaapt ISO/IEC 154087

10. Maiite  XapaKTEepPHCTUKY COCTABISIIONIMX  «UH(OPMAIIMOHHOW  0€30MaCHOCTH
IPUMEHHUTEIBHO K BBIYMCIUTEIbHBIM CETSIM.

11. Ilepeuncnute OCHOBHBIE MEXaHU3MBI O€30MTACHOCTH.

12. Yo noHumaercs noj aMUHUCTPUPOBAHHEM CPEJCTB O€3011acHOCTH?

13. Kiaccel 3aMIIIEHHOCTH MEKCETEBBIX SKPAHOB.

14. Conepxkanue aJIMUHHCTPATUBHOIO YPOBHS oOOecledeHus <«UMHPOPMaLUOHHOM
0€30MacCHOCTHY.

15. JlaiiTe onpeiesieHUE MOJUTUKH O€30MaCHOCTH.

16. Hanpasiienus pa3paOOTKH MOJUTHKH O€30MAaCHOCTH.

17. Ilepeuncnute Kiacchl yrpo3 HHPOPMAIIMOHHON 0€30MaCHOCTH.

18. Ha3oBuTe NpUYMHBI ¥ MCTOYHUKHU CIIyYaHBIX BO3JEHCTBHI Ha WH(GOPMALMOHHEIC
CHCTEMBI.

19. JlaiiTe XxapakTepUCTHKY PEAHAMEPEHHBIM yIPO3aM.

20. [Tepeuncnure KaHaJIbl HECAHKIIMOHUPOBAHHOTO JIOCTYTIA.

21. Yto moHMMAeETCs O/ TEXHUYECKHM KaHAJIOM YTeUKd HH(pOpMarumn?

22.KakoBbl ~NPUYMHBI  BO3HUKHOBEHMSI  JJIEKTPOMArHUTHBIX  KAaHAJIOB  YTEUKH
uH(popmanun?

23. Kak o0Opa3yeTcs mapaMeTpudeckuii KaHas yTedku UHpopMarn?

24. OCHOBHBIE YTPO3BI IIEIOCTHOCTH MH(POPMAITUH.

25. OxapakTepu3yiTe yrpo3sl JOCTYITHOCTH HH(POPMALIUH.

Tema 2. KomnbloTepHble BUPYCHI U 3a1UTA OT HUX.

Bonpocs! /151 caMOCTOATEIbHOT0 H3YYeHHUSI TeMBI 2:

1. KakoBbl XapakTepHbl€ UepThl KOMIIBIOTEPHBIX BUPYCOB?

2. laiiTe onpeerieHre MporpaMMHOTO BHpYcCa.

3. Kakoii Bux BupycoB Haubojee paclpoCTpaHseMblii B  paclpeleeHHbIX
BBIYMCIUTENbHBIX ceTax? [louemy?

4. Tlepeuncnure Kiaccu(pUKAUOHHBIE PU3HAKN KOMITBIOTEPHBIX BUPYCOB.

5. B dem 0coOeHHOCTH pe3uACHTHBIX BUPYCOB?

6. Ilepeuncnure AeCTPYKTHUBHBIE BO3MOKHOCTH KOMITBIOTEPHBIX BUPYCOB.

7. Tlosicaute camommdpoBaHUEe U MOIUMOPPHUUHOCTH KaK CBOMCTBA KOMITBIOTEPHBIX
BHUPYCOB.

8. Ilepeuncnure BUABI «BUPYCOTOJO0HBIX) MPOTPAMM.

9. TloscHute MexaHu3M (DYHKIIMOHHPOBAHHUS «TPOSHCKOW MPOTrpamMMbD» (JIOTHYECKOM
O0MOBI).
10. IosicHUTE OHATHUS «CKAaHUPOBAHUE HA JIETY» U «CKaHUPOBAHUE TI0 3aIIPOCY.

11. llepeuncnurte BUIbl aHTUBUPYCHBIX IPOTPaMM.

12. OxapakrepusyiiTe aHTUBUPYCHBIE CKaHEPHI.

13. B uem 0cOOEHHOCTH IBPUCTUUYECKUX CKAHEPOB?

14. Kakue ¢paxTopsl ONpeaesioT Ka4eCTBO aHTUBUPYCHON POTrpaMMBbl?

15. Tlepeuncnure Hamboyiee PACTPOCTPAHCHHBIE TIYTH 3apaXXEHUS KOMITBIOTEPOB
BHUpYCaMH.



16. Ilepeuncnure OCHOBHBIE MPABUIIA 3ALTUTHI OT KOMIIBIOTEPHBIX BUPYCOB, MOJIy4aeMbIX
HE U3 BBIYHCIIUTENIBHBIX CETEH.

17. XapakTepHble 4epThl MAKPOBUPYCA.

18. Kak npoBepuTh cucTeMy Ha HaJIM4ue MakpoBUpyca?

19. fIBnsiercss M HaNM4YME CKPBITBIX JHUCTOB B Excel mnpusHakoMm 3apakeHHS
MaKpOBUPYCOM?

Tema 3. UndopmanuonHasi 6e30MaCHOCTh B KOMIIBIOTEPHBIX CETHX.

Bonpoch! 1151 caMOCTOSATEIBHOT0 H3YYeHHS TeEMBI 3:

1. B uem 3akiro4aroTcsi 0COOEHHOCTH obOecredeHus «MH(OPMAIOHHON 0€3011acCHOCTH
KOMIIBIOTEPHBIX ceTei?

2. [laiiTe onpeneneHre NOHATUS «yIaJIeHHAs yrpo3ay.

3. B uem 3akmouaetcs criennduka METOI0B U CPEICTB 3AIIUTH KOMITBIOTEPHBIX CETEH?

4. TloscHuTe MOHATHE «TJI00ANBHAS CEeTEeBasl aTaKkay, MPUBEIUTE PUMEPBI.

5. Kakwue npotokomst o6pa3yror moaens TCP/IP?

6. Kaxoil mporokon obecrneynBaeT MpeoOpa30BaHUE JIOTUYECKUX CETEBBIX aIpEecoB B
annaparHsle?

7. IlpoBenuTe CpaBHHUTEIBHYIO XapaKTEpUCTUKY Moaeneil nepenaun ganHbix TCP/IP u
OSI/ISO.

8. Ha kakom ypoBue wmogenu OSI/ISO peanusyercs cepBuc 0e€30MaCHOCTH
«HEOTKa3yeMOoCTh» (cormacHo «O0mM KpUTepusim»)?

9. [ns yero npeanaznaueHn DNS-cepsep?

10. [Nepeuuncnute KIacchl yIaICHHBIX YTPO3.

11. Kak knaccupuuupyroTcs yaaaeHHbIE YTPO3bl «I10 XapakTepy BO3ACHCTBUSI»?

12. Oxapakrepu3yiTe yajJeHHbIC YTPO3bI «I10 IETTH BO3ACHCTBUIY.

13. MokeT 11 macCUBHAs yrpo3a MPUBECTH K HAPYIICHUIO [IeIOCTHOCTH UHpopMarmu?

14. JlaiiTe onpeneseHue TUTIOBOM YIaJICHHOW aTaKH.

15. Yro siBisieTcs 1eNbI0 37I0YMBIIIIEHHUKOB MIPH «aHAIIU3€ CETEBOTO Tpadukay?

16. HazoBuTe IpUUYUHBI ycIiexa YAATICHHOW aTakh «I0KHBIH 00BEKT.

Tema 4. Mexanusmbl o0ecrieueHUus1 HHPOPMAIIHOHHOM 0€30NIACHOCTH.

Bonpocs! 1151 caMOCTOATEIbHOI0 H3YYeHHUSsI TeMbl 4:

1. Yro nmoHumaercs noa uaeHTUPUKaLUEN U ayTeHTU(DUKAIIEN moIb30BaTens?

2. Ilepeuncnure BO3MOXHBIE MJIEHTH()UKATOPHl MpH pealu3all MEXaHH3MOB
UACHTU(PUKAIIMY U ayTeHTU(DUKALIUU.

3. Uto Takoe «3IEeKTPOHHBINA KIH0U»?

4. Kakoil u3 BUIOB ayTeHTHQHUKAUHU (ycToiuMBas ayTeHTH(QUKALUS WU TTOCTOSHHAS
ayTeHTH(UKanus) Oosee HaAeKHBIN?

5. UTo BXOJUT B COCTaB KPUNTOCUCTEMBI?

6. Kak peanu3yrorcss CHMMETPUYHBIN U aCUMMETPUYHBIN METO/IbI IN(POBAHUS?

7. Yto Takoe 3eKTpoHHAas U(poBas MOAIUCH?

8. Ilepeuncnure METO/bI pa3rpaHUUYCHHS JJOCTYIIA.

9. Kakwue MeTozp!I yIpaBiIeHHs JOCTYIIOM MPEAYCMOTPEHBI B PYKOBOISIINX JOKYMEHTaX
I'ocrexxomuccun?

10. Ha yem oCHOBaH MEXaHU3M PETHUCTPAIAN?

11. Kakue coObITHS, CBSI3aHHBIE C OE30MIACHOCTBIO, MOIEKAT PETUCTpALIUH?

12. Yem oTnM4arOTCS MEXaHU3MBI PETHCTPALIN U ayuTa’?

13. Kakue 3Tans! npeaycMaTpuBalOT MEXaHU3Mbl PETUCTPALUU U ayuTa?

14. B 4em 3akito4aeTcs MPUHIIAIT MEKCETEBOTO SKPAHUPOBAHHUSI?

15. Ipunimn GyHKIMOHUPOBAHUS MEKCETEBBIX AKPAHOB C (DMIIBTPALIMEH TAKETOB.

16. Kakue cepBuChl 0€30MaCHOCTH BKJIFOYAET TEXHOJIOTUS BUPTYaIbHbBIX YaCTHBIX CETEH?



17.Tlouemy npu wucnonszoBanuu TtexHosorun VPN IP-anpeca BHyTpeHHEH ceTH
HEJIOCTYIHBI BHEIIHEH ceTn?
18. Yem onpenensieTcss NOIUTHKA OE30MACHOCTH BUPTYaJIbHON YaCTHOM ceTu?

33}13]—[1/[51 AJIsA CAMOCTOHATEJIBbHOI'O BBINNOJITHCHU A

JlabopaTopHas padora Nel

3aganus 1J1sl CAaMOCTOSITEILHOTO BHITIOTHEHHUSI

1. Coznaiite aiin virus.doc (comep:kaHue — YHUCTHIA JIUCT) W BBIIOJIHUTE AJITOPUTM
BOCCTaHOB-JICHUS (aiiia (B IPEANOIOKEHUH €r0 3apaKCHUS MAaKPOBUPYCOM).

2. 3apukcupyiite dTambl pabOTHL, HCHONB3Yyd KoMaHAy PrintScreen kiaBuaTypsl
(ckonmMpoBaHHBIE TakuM 00pa3oMm (aiinbl BcTaBbTe B HOBBIM Word-ITOKYMEHT IUisi OTYeTa
IIPENoAaBaTelio).

3. CpaBuute pasmepsl ¢aiioB virus.doc u virus.rtf, ucmnonb3ys MyHKT KOHTEKCTHOTO
MeHI0 CBOCTBA (It 3TOTO BBLIETUTH B [IpoBOIHUKE (aiisl, HAKMHTE MPABYO KHOIKY MBIIITU U
BbIOepuTe MyHKT CBONCTBA).

JlabopaTopnasi pabora Ne2

3aganue 1J151 CAMOCTONATETHHOIO BHITIOJTHEHHUS !

1. IIpoBepbTe COJICPKUMOE KJIF04a HKEY_LOCAL_MACHINE
\Software\Microsoft\WindowsNT\CurrentVersion\Winlogon\System(REG_SZ).

2. 3adukcupyiite sTansl paboThl, UCTIOIL3Ys KoMaHy PrintScreen kiaBuaTypsl.

3. CocraBbTe OTUET O pe3yabTaTax MPOBEPKH.

JlabopaTopnasi padota Ne3

3agaHue /151 CAMOCTOSITEIbHOTO BbINTOJTHEHUSI.

CozpaiiTe Tpu HOBBIX IpaBWwia (IPOU3BOJIBHBIX)  YIPABICHUS COOOLICHUSMU
AJIEKTPOHHOM MOYTHI U ONMHUIINTE UX Oe30MacHble CBOWCTBA, KaK U OT KaKUX YIPO3 MOKHO UMHU
3alUTUTh KoMmIbioTep. CocTaBbTE OTUET.

JlaGopaTopHas padora Ned

3agaHusA 1J151 CAMOCTOSITEIbHOTO BHINOJTHCHUS

1. U3menute mnapamerp «llaponb nomkeH oTBeyaTb TPEOOBAHUAM CIOKHOCTH
[Tonutuku naponeil Ha «Bkiouen» (pUCYHOK 3) W MOCHe 3TOro NonpoOyiTe N3MEHUTh NapoJib
CBOEH y4eTHOU 3amucu. 3auKcupyiTe Bce COOOIIECHUSI CUCTEMBI, TPOAHAIU3UPYHUTE U BBEIUTE
JIOIYCTUMBIN IIapOoJIb. DTOT MAPOJIb SABJSETCS PE3YJIbTaTOM BBINIOJIHEHUS Bamiero 3aganus.

2. Ilocne ycnenrHoro BBITIOJTHEHUS TIEPBOTO 3a/IaHMsI, H3MEHUTE Mapoiib Bamiei ydeTHOM
3alMCH, a B KayeCcTBE HOBOIO TMapojiie YKKUTEe NpeXHUH maponb. Bce cooOuieHus
3aukcupyiite, mpoaHaANU3UPYITEe U O0BICHUTE MOBEACHUE CUCTEMBI OE30MMACHOCTH.

3. IlpoBenuTe SKCIEPUMEHTHI ¢ APYTUMH NapameTpamu [I0MUTHKN YUETHBIX 3amucei.

JlaGopaTopHas padora Ne5

332]31[“51 AJIA CAMOCTOATEJIbHOI0 BHINMOJITHEHUS .

1. Oxcnoptupyiite ceprudurar Ne 2 u3 nanku [IpoMexxyTouHble HEHTPHI CepTUDUKALIIH
Root Agency (coxpaHuTe WJUTIOCTPALIUU JJISl OTYETA).

2. Imnoptupyiite SKCnOpTUpOBaHHBIM cepTudukar B manky Jluunele (coxpaHute
WLTIOCTPAIMHN JJIsl OTYETA).

JlaGoparopHasi padora Ne6

3agaHus 1J151 CAMOCTOSITEILHOTO BHITIOJTHEHUSI:

1. Co3pmaiite y4erHyo 3amuch ¢ umeHem JIP-6, wmcmonws3ys komanmy Print Screen
KJIAaBUATYPBI, COXPAHUTE KOIHIO YKpaHa CO CIUCKOM Ioyib3oBarelneil Bamero kommnetorepa (ass



3TOrO, MOCIe HaKaThs KiIaBUIIU Print Screen BcraBbTe CKOMMPOBAHHOE M300paKEHHE B HOBBIM
nokymenT Word) [uist mpeacTaBieHus B KA4eCTBE OTYETa.

2. Co3paiite rpynmy MudopmanmonHas 0€30MacHOCTs M COXPAHUTE OKHO CO CIHUCKOM
rpynn Bamrero koMmnbrotrepa ais oTyera.

3. 3abnokupyiite yuaeTHyro 3anuck JIP-6 u mocne 3Toro ypanure.

JlabopaTopnasi pabora Ne7

3agaHus 1J151 CAMOCTOATEILHOIO BbINIOJTHEHU .

1. BxirounTe ayuT ycrexa U 0TKas3a BCeX MmapaMeTpoB (MCHOIb3YyHTE 3a1aHue A).

2. Brriiaiute U3 cucteMbl U NMPEANPUMHUTE MHOIMBITKY BXOJAa B ONEPALMOHHYIO CHCTEMY C
HeBepHbIM maposieM. OTKpoiTe XypHand COOBITHH, HAHAWTE COOTBETCTBYIOUIYIO 3allUCh M
ckornupyire 3kpan B Oydep (Print Screen) as oTuera.

3. Yanute co3maHHyl0 paHee ydeTHyw 3amuch JIP-6 u 3adukcupyiite Bce COOBITHS
CHUCTEMHOT0 XYypHaJja, CB3aHHbIE C 3TUM JECHCTBUEM JUIsl OTUETA.

JlaGoparopHnasi padora Ne8

3agaHue 1Jis1 CaMOCTOATEJBHOr0 BbINogHeHus. Co3aiite Ha 0a3e CyLIECTBYIOLIETO
[[Tabnona Ge3omacHOCTH HOBBIN 11abnoH U naite emy ums JIP-8. Ilocne storo 3adukcupyiite
CITUCOK MIa0JIOHOB, CKOITUPOBAB N300pakeHHe dKpaHa B Oydep u ganee B Gailn 1yt oTdera.

JlaGopaTopHas padora Ne9

3agaHus 1J151 CAMOCTOSITEILHOTO BHITIOJTHEHUSI:

1. Hacrpoiite Opanamay’p Ha paboty c¢ Beb-cepsepom (HTTP), FTP-cepepom u
3a(hUKCUPYITE COOTBETCTBYIOIIEE OKHO ISl OTYETA.

2. BxitounTe sxypHasl 6€30MaCHOCTH.

3. Ilocne BeimonmHeHMs 3afaHusd 1 U 2 moxakmouyutech K MHTepHET W moceTtute Jo60i
BeO-cepBep.

4. 3aBepmute paboTy B IHTEpHET U MPOCMOTPUTE KypHa 0€30MacCHOCTH.

5. 3adukcupyiiTe 3anucH )KypHaia 6€30IMacHOCTH JIJIsl OTYETA.

JlaGopaTopHnas padora Nel(

3aganue AJs1 CAaMOCTOATEIBLHOTO BbinoJHeHus1. Co3naiite VPN-noakitoueHue K y3ny
¢ aapecom 122.122.122.122 u 3adukcupyiite okHO ero cBoiictB (Print Screen) Ha 3akinanke
OO6mue (kak MOKa3aHO Ha PUCYHKE 5) B KAUYECTBE OTYETA.

6. Kputepun oueHuBaHus pe3yJibTATOB OCBOCHHS M CHUILIUHBI (MOXYJIsSA)
6.1. OnleHOYHbBIE CPEACTBA U KPUTEPUU OLIEHMBAHUS I TEKyIIel aTTecTaluu
Bonpocsl 1J151 CaMOCTOATEIbHOT0 H3y4YeHHUs

Bonpocs! 1J1s1 caMOCTOATEIBLHOT0 H3YYeHHs] TeMbl 1:

1. B uem 3akirouaercs nmpobiema «MH(GOpMamoHHONH 6€30macHOCTH»?

2. [aiite onpenenenne «HH(GOPMAITMOHHOW 0€30ITaCHOCTI.

3. Tlepeuncnure cocTaBistone HHPOPMALMOHHON OE30MMaCHOCTH U UX OIpeJIeNIeHHE.

4. KakuM o00pa3oM B3aMMOCBSI3aHBI MEXIY COOOM COCTaBISIONIME WH(POPMAITMOHHOMN
6e3onacuoctu? IlpuBeaure coOCTBEHHBIE TPUMEPBHI.

5. [Ilepeuncnure ypoBHU (HOpMUPOBAHUS peXUMA HH(OPMALIMOHHONW O€30MacCHOCTH.

6. Ilepeuncnure  OCHOBOIOJIATAIOUIME  JIOKYMEHTHl MO  «MH(POPMALMOHHOM
0€3011aCHOCTHY.

7. OcHOBHBIE 3amaud  «MH(OpPMAIMOHHOW OE30MaCHOCTH» B  COOTBETCTBUU C
Konuemnmnue HarmmonainsHou 0e3onacHoct PO.



8. Kaxkas oTBeTCTBEHHOCTh B YTOJIOBHOM Kojekce P®D mpemycMoTpeHa 3a cO3maHHE,
HCIIOJIb30BAHKUE U PACIPOCTPAHEHUE BPEIOHOCHBIX ITporpaMm i DBM?

9. Kakue Buabl TpeboBanuii BkirouaeT cranaapt ISO/IEC 154087

10. Maiite  XapakTEepUCTUKY COCTABISIIOIIMX  «UMH(OPMALIMOHHONW  ©€30MacCHOCTH»
MPUMEHHUTEIHHO K BEIYHCIUTEIILHBIM CETSIM.

11. Ilepeuncnure OCHOBHbIE MEXaHU3MbI 0€30IaCHOCTH.

12. Yro moHuMaeTcs moj aIMUHUCTPUPOBAHUEM CPEIICTB O€30MacHOCTH?

13. Knaccpl 3alIUIIEHHOCTH MEXCETEBBIX KPaHOB.

14. Conepxanue aIMUHHCTPATUBHOTO YPOBHS  OOECIEYEHUs «UMHPOPMALMOHHOM
0e30MacHOCTH.

15. JlaiiTe onpeneneHne NOIUTUKNA OE30MaCHOCTH.

16. HanpaBiienust pa3paOOTKU MOJTUTHKNA OE30MTaCHOCTH.

17. Ilepeuncnure KIacchl yrpo3 HHPOPMALMOHHON OE30MACHOCTH.

18. HazoBuTe NMpUYMHBI U UCTOYHUKHU CIyYalHBIX BO3ACHCTBHII Ha WH(GOpPMAIMOHHBIE
CHCTEMBI.

19. Taiite XxapakTepUCTHKY MTPEeIHAMEPEHHBIM YIPO3aM.

20. IMepeuncnute KaHAIBI HECAHKIIMOHUPOBAHHOTO JIOCTYTIA.

21. Yto noHMMaeTcs MoJ] TEXHUYECKUM KaHAJIOM YTEUKU HHpOopMaIiu?

22. KakoBbl ~NPUYHHBI  BO3HUKHOBEHHUS  JJICKTPOMATHUTHBIX  KAHAJIOB  YTCYKHU
uHpopmanun?

23. Kak o0Opa3yeTcst mapaMeTpudecKuii KaHall yTeuKH HH(OopMarim?

24. OcHOBHBIE YTPO3bI LEIOCTHOCTU HHPOPMAITUH.

25. OxapakTepu3yiTe yrpo3sl JOCTYITHOCTH HH(POPMALINH.

Bonpocs! 1151 caMOCTOATEIbHOT0 H3YYeHHUSI TeMBbI 2:

1. KakoBbl XapakTepHbl€ YepThl KOMIIBIOTEPHBIX BUPYCOB?

2. JlaiiTe onpeaeneHne NporpaMMHOTO BUpYca.

3. Kakoii Bux BupycoB HauOojiee paclpoCTpaHseMblii B  paclpeleleHHBIX
BBIUMCIUTENBHBIX ceTsax? [Touemy?

4. Tlepeuncnure Kiaaccu(pUKaMOHHbIE TPU3HAKU KOMITbIOTEPHBIX BUPYCOB.

5. B d4em 0coOeHHOCTH pe3uACHTHBIX BUPYCOB?

6. Ilepeuncnure 1eCTPYKTHUBHBIE BO3MOKHOCTH KOMITBIOTEPHBIX BUPYCOB.

7. TlosicHuTe camomM@poBaHUE U MOIUMOPPHUUHOCTh KaK CBOMCTBA KOMITBIOTEPHBIX
BHUPYCOB.

8. Ilepeuncnure BUABI «BUPYCOMOJO0HBIX) MPOTPAMM.

9. TloscHute MexaHu3M (DYHKIMOHMPOBAHUS «TPOSHCKOW MpPOTrpamMMbD» (JIOTHUECKOM
O60MOBI).
10. ITosicHUTE MOHATHUS «CKAaHUPOBAHUE HA JIETY» U «CKAaHHUPOBAHUE T10 3aIIPOCY».

11. Ilepeuncnute BUIbI aHTUBUPYCHBIX IPOTpaMM.

12. OxapakrepusyiiTe aHTUBUPYCHBIE CKaHEPHI.

13. B ueM 0cOOEHHOCTH IBPHCTUIECKUX CKAHEPOB?

14. Kakue ¢paxTopbl ONpeesioT KaueCTBO aHTUBUPYCHON POTrpaMMbl?

15. [lepeuncnure Haubosee pacIpOCTpaHEHHbIE MYTH 3apaKEHUS KOMIIbIOTEPOB
BUPYCAMH.

16. IlepeunciuTe OCHOBHBIEC TPABWIIA 3aIIUTHI OT KOMITBIOTEPHBIX BUPYCOB, MOJTy4aeMbIX
HE U3 BBIYMCIIUTENBHBIX CETEH.

17. XapakTepHble 4epThl MAKPOBUpPYCA.

18. Kak npoBepuTh cucTeMY Ha HaJIM4ue MakpoBUpyca?

19. fIBnsieTcss M HAJTWMYHME CKPBITBIX JIMCTOB B Excel mnpusHakoM 3apakeHus
MaKkpOBUpycOM?

BOl'[pOCBI MJIAA CAMOCTOATEC/IBHOIO H3YYCHUSA TEMbI 3:



1.

B uem 3akirouarorcsi 0coOOHHOCTH oOecrieueHHs «MH(POPMAIIMOHHON O€30MaCHOCTH»

KOMIIBIOTEPHBIX CETEI1?

2.
3.
4.
S.
6.

JlaiiTe orpeneneHne NMOHIATUS «yIAJICHHAs yrpo3ay.

B yewm 3akmiouaercs crienndrka METOI0B U CPECTB 3aIIUTHl KOMITBIOTEPHBIX CeTei?
[TosicHuTe MOHATHE «TI00ATBHAS CETEBAs aTaKay, IPUBEAUTE TPUMEPHI.

Kaxkue npotokossr 06pazyrot moaeias TCP/IP?

Kakoit mpoTtokon obecrieunBaeT mpeoOpa3oBaHuE JOTMUYECKHX CETEBBIX a/JPECOB B

arnmnaparHbie?

7.
OSI/1SO.
8.

[IpoBennTe CpaBHUTEIBHYIO XapaKTepUCTHKY Mojenel nepexaun naHHbsix TCP/IP u

Ha «xakom ypoBHe w™moxmenu OSI/ISO peanusyercs cepBuc 0€30MacCHOCTH

«HEOTKa3yeMocCTh» (coraacHo «OOUIM KpUTepusim»)?

9.

10.
11.
12.
13.
14.
15.
16.

Jlnst uero npennaznauen DNS-cepsep?

[epeuncnure Ki1acchl yIAICHHBIX YIPO3.

Kak knmaccupuumpyroTcs ynaneHHbIe yIpO3bl «I10 XapaKTepy BO3IEHCTBH»?
OxapakTepu3yiTe yIaJCHHbIC YTPO3bI «I10 SN BO3CHCTBUSY.

MoeT 1 TacCUBHAsl yrpo3a MPUBECTU K HAPYIICHHUIO LEIOCTHOCTA HHPOPMALTUHU?
JlaiiTe onpeiesieHHe TUIIOBOM yIaJICHHOW aTaKH.

Uto SBISETCS MEIbI0 3I0YMBINUICHHUKOB MPH «aHAJIN3€ CETEBOTO TpaduKay?
Ha3zoBuTe npu4HHbI ycriexa yIaleHHOW aTaKH «JI0KHBIH 00BEKTY.

BOHpOCbI JIAA CAMOCTOATEC/IBHOI0 M3YYCHUHA TEMbI 4:

1.
2.

Yro moHMMaeTcs Mol uaAeHTH(GUKaNKEeH u ayTeHTH(PHUKAKEeH MoIb30BaTeNs ?
[lepeuncnure BO3MOXHBIE WACHTH(GUKATOPHI MpPU peATU3alMd  MEXaHHU3MOB

UACHTU(PUKAIIMY U ayTeHTU(DUKALIUHU.

3.
4.

UYro Takoe «3JIEKTPOHHBIN KITH0W»?
Kaxoii u3 BuaoB ayreHTuukanuu (yctolumBas ayTeHTU(UKALNS WIM TOCTOSHHAs

ayTeHTU(UKaIMs) Oonee Hae)KHbBIN?

5.
6.
7.
8.
9.

UTo BXOAUT B COCTaB KPUIITOCUCTEMBI?

Kak peanu3yroTcst CHMMETPHUYHBIN U aCHMMETPUYHBIA METOIBI UG POBAHNUS?

Urto Takoe 31eKTpoHHAas UGPOBasi MOANKUCH?

[lepeunciure MeTOABI pa3rpaHUYEHUs JOCTYIA.

Kakue meTos! yripaBieHus HOCTYIIOM MPETyCMOTPEHBI B PYKOBOISIINUX JTOKYMEHTaX

I'octexxomuccun?

10.
11.
12.
13.
14.
15.
16.
17.

Ha yem ocHOBaH MeXaHU3M perucTpanuu?

Kakune coObITHs, CBA3aHHBIE C 0€30M1aCHOCTHIO, MOAJIEKAT PETUCTPALIUH?

Uem oTnmyaroTCsa MEXaHU3MBbl PETUCTPALIMM U ayAuTa?

Kakwue 3tansl npegycmMaTpuBaOT MEXaHU3MBbl PETUCTPALIMU U ayAuTa?

B dewm 3akmrouaercss IpUHIMI MEXKCETEBOT0 SKPAHUPOBAHUS?

[TpuHIUN QYHKIIMOHUPOBAHUS MEXCETEBBIX SKPAHOB C (pUIIbTpaIMel TaKeTOB.
Kaxue cepBucel 6€30MacHOCTH BKIIIOYAET TEXHOJIOTHS BUPTYaJIbHBIX YACTHBIX CETEH?
Ilouemy mnpu wucnons3oBanuu TtexHonorun VPN [P-anpeca BHyTpeHHEH ceTu

HEJIOCTYIHBI BHEIIHEWN ceTn?

18.

Yem OMPCACIIICTCS ITOJIUTUKA 0e30IMacHOCTH BHpTyaﬂLHOﬁ YacTHOH ceTHn?

Kpurepun oueHnBaHusi 0TBETOB HA BONPOCHI VIS CAMOCTOSITEILHOI0 U3yYeHH S
OTBeT Mo KaXJOMY BONPOCY OIIEHUBAETCS MO MATUOAIIILHON IIKaje B 3aBUCHUMOCTH OT
COJIEPXKATEIBbHOCTH OTBETA U JIOTUKH U3JI0KEHUS MaTepuasa.

YpoBeHb 0TBeTA \ Ounenka




[TosHO M apryMeHTUPOBAHO OTBEYAET MO COJIEPKAHUIO
TEMBI; MOKET 000CHOBATh CBOU CYXJICHHUS, TPUMCHUTH
3HAHUA Ha MPAKTHUKE, IPUBECTH HEOOXOAUMBIE IPUMEPHI HE 5 (0TAM4HO)
TOJIBKO U3 JICKIIMH, HO i CAMOCTOSITEIIbHO COCTABJICHHEIC;
u3JlaraeT MaTepual rocjieJJoBaTeIbHO U KOPPEKTHO.

JlaeT OTBET, YAOBIETBOPSIONINI TEM Ke TPEOOBAHUSIM, YTO
U JUIS OLIEHKH «5», HO JIoMycKaeT 1-2 ommOKu, KOTOpPBIE caM 4 (xoporio)
K€ UCIIPaBJISIET.

W3naraer maTepual HEMOJIHO U JOIYCKAeT HETOYHOCTH B
OTIpeIeICHUH TOHATUN WU (OPMYIIMPOBKE IPABUI; HE

yMeeT JOCTaTOYHO ITyOOKO U J0Ka3aTelbHO 000CHOBATD 3 (yIOBJIETBOPHUTEIHHO)
CBOM CY)KJICHUS U IIPUBECTU CBOU IIPUMEPHI; U3J1araet
MaTepurai HEeMoCJIeJOBATeIbHO U JIOMYCKAET OMIMOKH.

He 3Haer oTBeT Ha Bonpoc, AOMYCKAET CYIIECTBEHHbIE
omrOKY B (hOPMYIHUPOBKE OIpPEICICHUIA U aIrOPUTMOB,
MCKaXKaIOIIUE UX CMBICII, OECTIOPSIIOYHO U HEYBEPEHHO
u3JaraeT MaTepua.

2 (HeyIOBJIETBOPUTEIIHHO)

HpI/IMepbl 3aJaHUH JJI CAMOCTOSITEJILHOI0 BHINMOJTHEHUS

3aganue 1.

1. Hactpoiite Opanamaysp Ha paboty c Beb-cepsepom (HTTP), FTP-cepBepom u
3auKCcHpyHTE COOTBETCTBYIOIIEE OKHO JUISI OTUYETA.

2. Bxurouunte sxypHai 6€30MacHOCTH.

3. [locne BwIMONIHEHUS 3amaHus 1 ¥ 2 MOKIOYnTeCh K VIHTEpPHET W MOCETHTE 000U
BeO-cepBep.

4. 3aBepmute paboTy B IHTEpHET U MPOCMOTPUTE KypHaJI 0€30MaCHOCTH.

5. 3adukcupyiiTe 3anucu KypHaia 0€30MacHOCTH JIJIsl OTYETa.

3aganue 2.

1. BirounTe ayuT ycrexa U 0TKasza BCeX MmapaMeTpoB (MCTOIb3YHTe 3a1aHue A).

2. Beliigure U3 cUCTEMBI U MPEIIPUMHUTE MOMBITKY BXO0Jla B OMEPALMOHHYIO CUCTEMY C
HeBepHbIM MapojeM. OTKpoHTe XypHal COOBITHUH, HaWAUTE COOTBETCTBYIOUIYIO 3alUCh U
ckonupyiTe 3kpaH B Oydep (Print Screen) nist oTuera.

3. Yanmute co3maHHyI0 paHee ydeTHyr 3amuch JIP-6 u 3adukcupyiite BCe COOBITHS
CHUCTEMHOI'O )YpHaJla, CBSI3aHHBIE C TUM JIEHCTBUEM ISl OTUETA.

KpnTepml OLCHUBAHMA 3aJaHUM JJIs1 CAMOCTOSITEJIHLHOI0 BLINOJIHEHHU.

YpoBeHb BbINOJIHEHHS Onenka
3amaya pelieHa B MOJHOM 00bEME, AITOPUTMHUIECKUE U
BBIUHCIUTENbHBIE OMUOKHA OTCYTCTBYIOT, TPOBEJICH aHATU3 5 (OTMYHO)

MOJIYYCHHOI'O PCIICHH.

3amaya penieHa B MOJTHOM 00bEéMe C He3HAUUTEIbHBIMU
TEXHUYECKUMH ONTHOKAMU WK OTCYTCTBYET aHAIHN3 4 (xopor1io)
pEe3yJIbTATOB PELICHUS.

3anmava pelieHa He MOJTHOCTHIO WK B PEIICHUN
MIPUCYTCTBYIOT OITUOKU aITOPUTMHUYECKOTO XapaKTepa, 3 (yIOBIETBOPUTEIHHO)
HC3HAYUTCJIBHO BJIMAIONINC HA X0 PCHICHUS.




3anaya He pelleHa WK B PelICHUH PUCYTCTBYET
3HAYUTEBHOE KOJMYECTBO OMUOOK aTOPUTMHUYECKOTO 2 (HeyOBJIETBOPUTEILHO)
XapakTepa, CYIIeCTBEHHO BIMSAIOMINX HA X0 PEIICHHUS.

6.2. OHeHO‘lHLIe Cpeacrea U KPUTEPUU ONCHUBAHUSA NJIs l'lpOMQ)KyTO‘lHOﬁ
aTrecranmum

Kpurtepun nosyuenus sadera
3auer BBICTABIIAETCS IO pe3ysbTaTaM pabOThl CTYIEHTAa B TEYEHUE CEMECTPa COIJIAaCHO
[Tosi0’keHNIO O TEKYIIEM KOHTPOJIE YCIIEBAEMOCTH U IIPOMEXKYTOUYHOM aTTECTALIUU CTYJEHTOB B
(denepasbHOM TIOCYJapCTBEHHOM OMOJKETHOM O0Opa30BaTEIbHOM  YUYPEXKIEHUHM  BBICIIETO
npodeccnoHaIbHOro 00pazoBanus «CMOJIEHCKUN TOCYIaPCTBEHHBI YHUBEPCUTET.
J1s ToTy4eHus 3a4eTa CTyIeHT JOJKEH:
e BBHINOJIHUTH  33/JaHUsl  JAOOpaTOpHBIX  pabOT HaA  OIEHKY HE  HUXKE
«YAOBJIETBOPUTEIILHOY;
e yMeTh OTBEYATh HA BONPOCHI [yl CAMOCTOATEIBHOTO U3yYEeHHUs HA OLEHKY HE HIDKE
«yJIOBJIETBOPUTEIILHOY;
e BBIIOJIHUTH 33JaHUS JJIS CaMOCTOSITEJIbHOTO BBINOJIHEHUSI Ha OLIEHKY HE HUXKE
«YyJIOBJIETBOPUTEIILHOY;

7. IlepeyeHb OCHOBHOM U 1ONOJHUTEIbHOH Y4eOHOI JIUTEpaTyphI

7.1. OcHoBHas1 JINTEpaTypa

1. Hecrepos, C. A. UndopmannonHas 0e30macHOCTh : YYeOHHUK U TPAKTHKYM IS
akanemuueckoro O6akanaBpuata / C. A. HectepoB. — Mocksa : U3natensctBo FOpaiit, 2019. —
321 ¢. — (YuuBepcutetsl Poccun). — ISBN 978-5-534-00258-4. — TekcT : 351eKTpOHHBIHN //
OBC IOpaiir [caiit]. — URL: https://biblio-online.ru/bcode/434171

2. OpraHu3allMOHHOE U MpaBoBoe obecreueHue WHGPOPMAlMOHHOM O0e30macHOCTH :
yu4eOHUK U NMpaKTUKyM A OakanaBpuara u Maructpatypsl / T. A. Ilonsakosa, A. A. CtpenbloB,
C. I'. UybykoBa, B. A. HuecoB ; non pemakumeit T. A. Ilomsxosoii, A. A. CrpenbloBa. —
Mocksa : U3parenscrBo FOpaiit, 2019. — 325 c. — (bakanaBp u Maructp. AkajaeMUYeCKui
kypc). — ISBN 978-5-534-03600-8. — Texkcr : snextponnsiii / 9bC HOpaiit [caiiT]. — URL:
https://biblio-online.ru/bcode/432966

7.2. lonotHUTEbHAS JTUTEPATypPa

1. bapanona E.K. Undopmannonnast 6e30nacHOCTb U 3aiuta HHbopMauu: y4eo.
nocobue [ ctyaentos By3oB] / E. K. bapanosa, A. B. babam .— 2-e uzg .— M. : Puop :
Undpa-M, 2014 .— 254 c.

2. .Tamatenko B.A. «OcHoBbl uH(pOpManmOHHOW Oe3omacHocTH. HHTepHeT-
YHHUBEpPCUTET HHPOpMAIMOHHbIX TexHosoruin» — UHTYUT.py, 2018.

3. Jlamonuna O.P. «OcHOBBI ceTeBOl 0€30MacHOCTU: KpUNTOrpadhuuecKue aaropuTMbl
U TPOTOKOJIBI B3auMojelcTBusA. HTepHeT-yHUBepcUTEeT HMH(POPMAIMOHHBIX TEXHOJIOTHID» —
NHTYUT.py, 2015.

4. ®enepanbnpiii 3akoH oT 27.07.2006 N 149-®3 (pen. ot 18.03.2019) "O6
uHpOopMaLnu, UH(HOPMAIIMOHHBIX TEXHOJOTHX U O 3aluTe nHpopManun".

5. PyxoBogsmme nokymentsl ®CTOK u 'OCTr1 Poccuiickoit deaepannu mo 3amimTe
uHpOpMaLlMK, a TaKXkKe JApyras JuTeparypa MO aHajau3y TpeOoBaHMM K HH(GOpMAIMOHHON
0€30MacHOCTH, pa3MeIICHHbIE Ha caiite http://fstec.ru/tekhnicheskaya-zashchita-
informatsii/dokumenty

e T'OCT P 50922-2006. 3amuta nadopmarmu. OCHOBHBIE TEPMUHBI U OTIPEICICHUS
e T['OCT P NCO/MDBK 15408-2-2013. HanmonanwHsiii ctanaapt Poccutickoit deneparun



https://biblio-online.ru/bcode/434171
https://biblio-online.ru/bcode/432966
http://localhost:3232/shop/product-2459323.html
http://localhost:3232/shop/product-2460116.html
http://localhost:3232/shop/product-2460116.html
http://fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty
http://fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty

(1ISO/IEC-15408)
e Jlokyment ['ocrexkomuccuu P®D «3Bamura OT HECAaHKIIMOHUPOBAHHOIO JIOCTyNa K
uH(popmanuu. TepMUHBI U ONIPEACTICHUS

7.3. IlepeyeHb pecypcoB  HMH(OPMANUOHHO-TEJEKOMMYHHMKAIIMOHHON  CeTH
«AHTepHeT»

1. CBoOOIHO mOCTyMHBIE Kypchl MHTEpHET-yHUBEpCUTETa HHOOPMAIIMOHHBIX TEXHOJIOTHI
(MHTVYUT) http://www.intuit.ru/;

2. Tlopran rocyqapCTBEHHBIX M MYHHMIMIIAIBHBIX yeiyr. http://www.gosuslugi.ru/;

3. Odunmanbubiii caiit 3AO «Koucyabtant [Tmroc» — www.consultant.ru;

4. Odurmmansseiii caiit OO0 «HIIII I'apanT-CepBuc» — Www.garant.ru;

5. www.compress.ru — Caiit sxypHana «KomneroreplIpecce».

7.4 MeToan4yeckue yKa3aHus I 00y4alOIIMXCS 110 OCBOCHUIO 1M CHUIIITHHbBI

1. Kommiekc mabopaTopHBIX pPadOT W METOAMYECKMX YKa3aHMM K HUM Ha I1wiatdopme
nuctanionHoro ooydenus Cmonl'Y: https://cdo.smolgu.ru.

8. MaTepI/laJILHO-TeXHI/I'leCKOC o0ecrneyeHue

YueOHast ayAuTOpPUS A/ NPOBeJeHUs 3aHATHIH JIeKNMOHHOrO THna. Ayauropus 124 yu.k.
Ne 2.

CranpgaptHas yuyeOHas wMeOenb (40 y4eOHBIX TMOCAJOYHBIX MECT), CTOX U CTyd JUIs
npernoaaBaresns — o 1 mr., kadeapa s gexropa — 1 mrT.

KommnbrotepHsle cryneHueckue cTonbl (17 mT.), KOMIBIOTEPHBIH cTON Ui mpenojgaBaTens — 1
1IT., MOHUTOPBI Acer — 18 mit., cucremubie 61oku Kraftway — 18 mir., koinonku Genius — 18 .,
MynbTHMeHanpoekTop BenQ — 1 mr., unrepaktuBHas mocka Interwrite — 1 wr. OGecnieueH
BbIXOJ B IHTEpHET.

ITporpammuoe obecrnieuenue: Microsoft Open License (Windows XP, 7, 8, 10, Server, Office
2003-2016), mumensust 66975477 ot 03.06.2016 (6eccpodHo).

YueOHast ayauTOpMsi AJsl NPOBeJAeHUS] 3aHATHH CEMHHAPCKOro THNA, TIPYNNOBBIX H
WHAUBHAYAJTbHBIX KOHCYJIbTAIMN, TEKYIIEero KOHTPOJISI M MPOMEKYTOYHOH aTTecTaluu —
KOMIIBIOTePHBI K1ace. Aynutopust 124 yu.x. Ne2.

CranpaptHas yuyeOHas MeOenb (40 y4eOHBIX MOCAJOYHBIX MECT), CTOJX U CTyd JUIS
npenojasarens — no 1 mr., kagenpa s jgekropa — 1 mr.

KomnreiorepHsle cTyneHueckre ctonibl (17 mrT.), KOMOBIOTEPHBINA CTOJN Ui mpenojaBatens — 1
mIT., MOHUTOPBI Acer — 18 mit., cucremubie Ooku Kraftway — 16 wir., kononku Genius — 16 mr.,
MynbTUMeranpoekTop BenQ — 1 mr., uaTepakTuBHas gocka Interwrite — 1 mr. OGecneueH
BBIXOJI B VIHTEpHET.

[Mporpammuoe obecreuenne: Microsoft Open License (Windows XP, 7, 8, 10, Server, Office
2003-2016), nunensus 66975477 ot 03.06.2016 (6eccpouHO).

IHomemenue st cCaMOCTOATENbHOM PadoThl — KOMIIBIOTEPHBIH KJIACC € JOCTYIIOM K CEeTH
«AnTteprer» u IUOC Cmoal'y. Aynutopus 124 yu.x. Ne2.

CranpaptHas yuyeOHas MebOenb (40 y4eOHBIX TMOCAJOYHBIX MECT), CTOX W CTyd JUIs
npenojaBarens — no 1 mr., kagenpa s jekropa — 1 mr.

KomnreiotepHsle cTyneHuyeckre ctoibl (17 mT.), KOMOBIOTEPHBINA CTOJN Ui mpenojaBatens — 1
mIT., MOHUTOPBI Acer — 18 mit., cucremubie Ooku Kraftway — 18 wir., kononku Genius — 18 .,
MynbTUMeranpoekTop BenQ — 1 mr., uaTepakTuBHas gocka Interwrite — 1 mr. OGecneueH
BbIXOJ B IHTEpHET.

[Tporpammuoe obecmeuenne: Microsoft Open License (Windows XP, 7, 8, 10, Server, Office
2003-2016), muniensus 66975477 ot 03.06.2016 (6eccpodHo).


http://www.intuit.ru/
http://www.gosuslugi.ru/
http://www.consultant.ru/
http://www.garant.ru/
http://www.compress.ru/
https://cdo.smolgu.ru/

9. IlporpamMmmHoOe oGecnieyeHue
Microsoft Open License (Windows XP, 7, 8, 10, Server, Office 2003-2016), Jluneun3sus
66920993 ot 24.05.2016
Microsoft Open License (Windows XP, 7, 8, 10, Server, Office 2003-2016), Jlunensus
66975477 ot 03.06.2016
Dr. Web Server/Desktop Security Suite (AutuBupyc) Jlunensus EE4E-QN5S-6FG2-N76B
(EsxerogHoe 0OHOBJIEHHE)
Kaspersky Endpoint Security mns 6usneca — CrangaptHbiid, Jlunensus 1FB6151216081242,
€XeroiHoe 0OHOBIICHHE.
CK3U Kpuntollpo (auueH3us, MHTETpUpOBaHHAS B cepTU(UKAT JUIs 00pa30BaTEIbHBIX KYpCOB
B paMKax Imporpammsbl akagemudeckoro naptaepctea ¢ CKb Kontyp).



