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1. MecTo nucuuniuHbl B crpykrype OIT

JucuuruinHa «OCHOBBI MH(POPMALMOHHON 0€30MacHOCTU» OTHOCUTCS K 00s3aTelbHOM
gactu Onoka 1 oOpazoBaTenbHON mporpaMMbl o crenuaiabHocTd 38.05.01 DxoHOMUYECKas
0€30I1aCHOCTb, ~ CIleLUaNu3alus:  ODKOHOMHKO-IIPABOBOE  OOeclie4eHHe  HKOHOMHUYECKOH
0€30MacHOCTH.

W3yuenne AQUCLUIUIMHBI HpeAronaraeT codyeraHue (yHIaMEHTAIbHOM IOJITOTOBKU C
OCBOCHHMEM TEXHOJIOTUM NPUMEHEHHUS CIEIHATN3UPOBAHHBIX IPOTPAMMHBIX TPOJYKTOB U
CHCTEM, OpPUEHTHPOBAHHBIX Ha 3allUTy SKOHOMHYECKOM U ciayxeOHOH wuHbopManuu,
O0asupyercss Ha  KOMIICTCHUUSX, COHOPMHPOBAHHBIX NP  HM3YYCHUH  JUCLHUIUINHBI
«HpopmaTuka.

[Tpu moaroroBke cTyaeHToB No HampasiaeHuo 38.03.02 MenemkMeHT HHPOPMALMOHHAS
HOJArOTOBKa MMeeT Ooiblloe 3HadeHue. BoiOpanHas umu cdepa Oynymied AesTENIbHOCTH
CBSI3aHA, KaK MPaBWIIO, C HEOOXOAMMOCTHIO paboOThl ¢ HMH(OPMAIIMOHHBIMH CHCTEMAaMHU IS
XpaHeHHs, OOpabOTKM, Nepefayd M 3alUThl 3HAUYUTENIBHBIX OOBEMOB 3KOHOMHUYECKOH MU
CIIy’)keOHON uHpopManuu, ¢ HEOOXOAMMOCTBIO NPUHUMATH YIPABICHUYECKHE pEHICHUS W
COBEpIIATh FOPUIMUYECKUE JEHCTBHSI B TOYHOM COOTBETCTBHM C 3aKOHOM, I1O3TOMY H3y4YCHHE
COOTBETCTBYIOIMX MH()OPMAITMOHHBIX TEXHOJOTHH M CHCTEM, a TaKKe HOPMATHBHO-TIPABOBOU
6a3bl A1 UX IPaMOTHOI'O HCIOJb30BAHUSA B 0053aTENbHOM IOPSJIKE BXOIUT B IMPOrpamMmy
00y4eHHUs CTYJICHTOB.

2. [InanupyemMble pe3yJbTaThl 00yUeHHsI 110 JHCHHUIIJIMHE

Komnerenuus WHmKaTOpbl TOCTHXKEHUSI

OIIK-5 3HaTh: 06a30Bble MOHATHS U TEOPETHUUYECKUE OCHOBBI
Cnoco6eH oCyIecTBIATh npo(ECCUOHATBHON 3TUKU M CIY)KEOHOIO 3THUKETa;
HpO(beCCI/IOHaJIBHyIO ACATCIBPHOCTD B OTUYECKUE OCHOBLI TIOBEJIEHUSA B KOJUIEKTUBE;
COOTBCTCTBHH C HOPMaMHU MIPUHIMUIIBI 1 HOPMBI 3TUKHU U 3TUKETA; COJEPKAHUE
MPO(ECCHOHANBHON STUKH, HOPMAMH MIPAaBOBbIX KAaTerOpUMl M IIOHATUH; HOPMATUBHO-
11paBa, HOPMATUBHEIMH IIPDABOBRIMH IIPaBOBbIE aKThI, peraaMeHTHpYoIIHe
aKTamH B cepe SKOHOMHKH, IpOpECCHOHANBHYIO  JIESITEIbHOCTE B cdepe
MCKJIFOYAIOIIUMU IIPOTUBOIPABHOE AKOHOMHKIL

TIOBCACHUC. Ymern: oleHMBaTh  (GaKTbl U SIBICHUA

po(hecCUOHANBHON  JIEATENbHOCTH €  ATUYECKOU
TOYKHM 3PEHHS; PUMEHATh HPABCTBEHHBIE HOPMBI U
npaBuiIa TTOBEJICHUS B KOHKPETHBIX
npodeccuoHaIbHbBIX CUTYaIUsX; BBITIOJIHATH
mpo)eCCHOHANIbHBIE 3aJa4ll B COOTBETCTBUHU C
HOpPMaMu Mopasid, NPOoPECCHOHATHHOW JTHKU H
CIIy’k€OHOTO 3THUKETa; OCYLECTBIATh MOUCK, aHATU3
U HCHOJb30BaHUE HOPMATHUBHBIX U IPABOBBIX
JIOKYMEHTOB B TTPO(ECCHOHAIBHON e TETHHOCTH.

Baanerb: MeETOOUKONW OLIEHKM U pa3penieHus
BO3HHUKAIOIIUX JTHYECKUX TMpoOJeM; TpaBUiIaMHu
ATHKETa, TMO3BOJSIIONIMMU HAXOAWTh Hamboiee
3¢ (PEeKTHBHYIO TPOrPaMMy JOHKHOTO TTOBEJCHUS BO
BCEM MHOT000pa3uu MpohecCHOHATBHBIX CUTYaIIUN;
HaBBIKAMH  TIPEIYNPEkKIATh W  KOHCTPYKTHBHO
paspemiath KOH(QIMKTHBIE CHUTYalldd B TMPOIECCe
npodeccuoHaNbHOM  NEATENIbHOCTH,  HaBBIKAMH
paboTHI c HOPMaTHBHBIMH JOKyMEHTaMH,
periiaMeHTHPYIOIIMU npodeccHoHAIBEHYIO
JeITeIbHOCTh B cepe HIKOHOMHKH, HABBIKAMHU




WCIIOJb30BAaHUS TPABOBBIX 3HAHWHA JUIS  PEUICHHS
MpoQeCCHOHANILHBIX 3a/ad.

OIIK-6

CnocoO¢H UCI0JIb30BaTh COBPEMCHHBIC
MH(GOPMAIMOHHBIC TEXHOJIOTUH H
IIPOrpaMMHBIE CPEJICTBA MPU PEIICHUH
po)eCCHOHAIIBHBIX 3a]1a4.

3HATB: OCHOBHBIE METOAbl U  MPOrPaMMHO-
anmaparHble  CPEIACTBA  IONYYCHHS, XPaHCHHSI,
MOKCKa, CHCTEMaTH3aluu, oOpabOTKM U Mepenadyu
uH(popMaIuy, TEXHOJIOTHYECKUE CpencTBa
aBTOoMaru3anuu  obOpaboTtkum  umHpoOpManuu  C
UCIIOJIb30BaHWEM 0a3 JaHHBIX, OCHOBHBIC CETEBBIC
MPOTOKOJIBI MepeAauu JaHHBIX B MH(GOPMALMOHHBIX
CUCTEMaX, TEXHUUYECKOE " IOPUIMYECKOE
obecrieueHne JIOKQJIbHOM u CETeBOM
nH(OPMAIMOHHONW 0€30MacHOCTH M IOPUINYCCKH
3HAYUMOTO 3JIEKTPOHHOIO JOKYMEHTO00OpOTa B
SKOHOMHYECKUX  HMH(DOPMAIMOHHBIX  CHCTEMaX,
MaTeMaTH4ecKoe oOecleueHue HMHTEIEKTYaIbHbBIX
WH(OPMAIMOHHBIX CHCTEM.

Ymern: paboTartb c Pa3IMYHBIMU
UH(OPMAITMOHHBIMHU pecypcamu "
WH(POPMAIMOHHBIMH TEXHOJOTUSAMH 110 00paboTKe
uHpopManuy,  pemarb  3aJa4yd  00pabdOTKH

HSKOHOMHMYECKOW HH(popManuu cpeacrsamMu  0a3
JMAHHBIX, WHTEIUIEKTYIBHBIX  HMH(OPMAIIMOHHBIX
CHCTEM, HACTPauBaTh CPEACTBA KPUITOTpapUuecKon
3alIMThl WH(POPMAIMU, OCYIIECTBIATH IOPHIUICCKU
3HAYMMBIM JTOKYMEHTOOOOPOT C KOHTpareHTamu Hu
KOHTPOJIMPYIOIIMMH OpraHaMu € HCIOJIb30BAaHUEM
AJIEKTPOHHOM TOJMHMCH U  «OOJayHBIX» CHCTEM
JIOKYMEHTOO000POTA.

Baaners:  MH(MOPMAIMOHHBIMH  TEXHOJOTHSIMHU
CO3JaHMsI, XpaHEHMs, TIIOMCKa, CHUCTeMaTHU3alHH,
00paboTkM M mepeaayd MHGoOpMalMU; METOJAaMHU U
nprueMaMu 00pabOTKM MacCHUBOB HH(pOpPMAIUU C
UCTONb30BAaHUEM  TEXHOJIOTMH  0a3  JaHHBIX,
UCKYCCTBEHHOI'O HWHTEJJIEKTa M  3allUIIEHHOIO
oOMeHa JTaHHBIMHU C UCIOJIb30BAHUEM 3JIEKTPOHHOU
MOJIMTUCH.

OIIK-7

CriocoOeH NOHUMAaTh HPUHIMIIE PA0OTHI
COBPEMEHHEIX HH(POPMAIIMOHHBIX
TEXHOJIOTHI U UCIIOIb30BaTh UX IS
pelieHus 3aaad npodeccuoHanbHON
JIeSITeIIbHOCTH.

3HaTh:  TpUHOHUNBI  pabOTBl  COBPEMEHHBIX
MH(OPMALIMOHHBIX ~ TEXHOJIOTUH;  HOPMAaTUBHO-
MpaBoByIO0 0a3zy Ui OpTraHU3alMH 3alIUIIEHHOTO
XpaHEHUs U Iepeladydl JaHHBIX, XapaKTEePU3YIOIINX
JIESTEIbHOCTh ~ XO3AUCTBYIOIIUX  CYOBEKTOB U
COCTABIISTFOIITIX KOMMEPYECKYIO W/umm
rOCy/IapCTBEHHYIO TalHY;

YMerb: aAMHUHHCTPUPOBATH MPOTOKOJBI OOMEHa
JaHHBIMA U paboTaTh B JIOKAJIbHOW U TI00AIBHOMN
KOMIIBIOTCPHBIX CETAX, MNPUHUMATb MEPBI A
obecrevueHns COXpaHHOCTU JTAHHBIX, COCTABISIONINX
KOMMEPYECKYI0 W/WJIM TOCYAapCTBEHHYIO TaiHY,
HacTpauBaTb PETUCTPALMIO M METOAbl ayauTa
coOBITHI MH(POPMAIITMOHHON CUCTEMBI OpTraHU3AIHH;
MNPpUHHUMATh PCHICHUA W COBCPIIATL HOPUAUYCCKUC
JICHCTBUSI B TOYHOM COOTBETCTBUU C 3aKOHOM;




BiajgeTb: mporpaMMHO-TEXHUYECKUMH CPEICTBAMU
oOecrieueHHUsT PETUCTpAIlKi M ayAuTa COOBITHIA
UH()OPMAIIMOHHON CHCTEMBI; HaBBIKAMHU
oOecrieyeHns 3alUIUThl UH(GOPMAIMKM OT Pa3IMYHBIX
yrpo3 uH(OpMANMOHHON O0€30MacHOCTH B TOYHOM
COOTBETCTBHUH C 3aKOHOM.

IK-2

Cnoco0€eH OCYIIECTBIATL COOP, aHAIM3 U
00pa0OTKYy JaHHBIX JJIs IPUHATHUS
YIPAaBJICHUYCCKUX PEIICHUH 110
00ecrneyeHn0 YKOHOMUYECKOM
0€30I1aCHOCTH, B TOM YHCJIE IJIS OLICHKHU
PHUCKOB.

3HaTh: UCTOYHUKH YKOHOMHYECKOW W (PUHAHCOBOM
uHpopManMu B Macmrabax BCEro  CIEKTpa
YKOHOMHUYECKON 0€30MacHOCTH JIJIsi OpraHu3aIvil B
LEeJAX MPUHATUS YIPaBICHUYECKUX PEIICHHN 1Mo ee
00ecCleyeHnI0; OCHOBHBIE TIOHATHS M METOJBI,

H€06XOI[I/IMBI€ JJIA pacucTa OLCHKH
O9KOHOMHYCCKHUX u (bHHaHCOBI)IX peHIeHHﬁ,
OCHOBHBIC MCETObI MaTeMaTH4ICCKOI'O

MOJICJIMPOBaHMs (PMHAHCOBBIX 3ajay.

Ymern: coOuparh, aHaTU3UPOBATh U MPEAOCTABIIATh
HKOHOMHMUECKYI0 U (MHAHCOBYIO HMH(pOpMaLMU s
IIPUHATHUSA YIPABJIEHYECKHUX peuieHuin 1o
00eCreyeHnI0 SKOHOMUYECKOH 0€30MacHOCTH, B TOM
yucie I8 OLUEHKM  PHUCKOB, PacCUUTHIBATH
CTOMMOCTb (PMHAHCOBBIX PELICHUN C yUETOM OLIEHKU

PHCKOB u BO3MOXHBIX SKOHOMHYECKHUX
MOCJIE/ICTBUI; paccuuTHIBATHh [I0Ka3aTen
3¢ (HEKTUBHOCTH TPOU3BOICTBCHHBIX HHBECTHIINN;
AHAJIN3UPOBATH MIOJyYEHHbIE SKOHOMMKO-

MaTeMaTU4YEeCKUEC MOACIIN pCaJ'IBHI)IX (1)I/IHaHCOBBIX
3aJa4, MOJTy4aTh MPOTHO3BI U JIeJaTh PeKOMEH AN
Ha OCHOBE IPOBEJICHHOTO aHAIIN3A.

Baanersh: HaBbIKAMH aHAM3a W MPOTHO3UPOBAHUS
SKOHOMHUYECKUX M (UHAHCOBBIX PpELICHUN s
NIPUHATUSA YIIPaBIECHYECKUX penieHuin o
00eCIeYCHHNIO0 YKOHOMUYECKOM 0€30MacHOCTH, B TOM
YUCIIe JJIS OIICHKH PHCKOB, PACCUUTHIBATH CTOMMOCTD
(UHAHCOBBIX PENICHUN C y4EeTOM OILIEHKH PUCKOB U
BO3MOXHBIX SKOHOMHYECKHUX MTOCJICCTBHIA;
paccUuTHIBAThH MOKa3aTeu s dexTuBHOCTH
MPOU3BOJICTBEHHBIX HMHBECTUIIMN; aHAIM3UPOBATH
MOJTy4YEHHBIE JKOHOMHKO-MATEeMAaTUYECKUE MOMACIH
peaJ'IBHI)IX CbI/IHaHCOBI)IX 3aj1a4, HOquaTL HpOFHOSBI nu
JIeNIaTh PEKOMEHJAIMA Ha OCHOBE TIPOBEIACHHOTO
aHajmn3a.

3. Copep:xkanue IUCHUNIMHBI

Tema 1. UndopmanmonHasi 6e30nacHOCTL W YpOBHH ee oOecneyenus. [lonsrue
«uHpOopManoHHas 6e3omacHocTh». CocTaBistone HHHOPMAITMOHHOW O€30MacCHOCTH. Y POBHU
dopmupoBaHuss pexxuma HH(popMarmoHHON Oe3omacHocTH. HopMaTHBHO-IPaBOBBIE OCHOBBI
nHpopmanmonHoi 6e3onacHocTd B PD. Ctangaptel nHGoOpMarimonHon 6e3onacHoctr: «Oo1mue
Kputepun». CTanaapTsl HHPOPMALMOHHOM 0€30MacHOCTH paclpeieeHHbIX cucteM. CTaHIapTh

nH(pOpMaIMOHHOW  OE30MacHOCTH B

P®. AnMUHUCTpAaTUBHBIM YPOBEHb OOCCIICUCHHS

uHpopManroHHO Oe3onacHocTH. Knaccudukamus yrpos «uH(OpManoHHONW 0€301acHOCTHY.
AHnanu3 yrpo3 nHGOpMaIMOHHON 0€30MaCHOCTH.




Tema 2. KomnbloTepHble BHPYCHI M 3alMTa OT HHX. BuUpychl Kak yrposa
uH(popMalnoHHON Ge3omacHocT. Kinaccudukaiys KOMOBIOTEPHBIX BUPYCOB. XapaKTepUCTHKA
«BUPYCOIOI00HBIX» MPOrpaMM. AHTUBHUPYCHBIC mporpammbl. [IpodunakTuka KOMIBIOTEPHBIX
BHUPYCOB.

Tema 3. UndopmanuonHasi 6e30MacHOCTh B KOMIBIOTEPHBbIX ceTsix. OcoOeHHOCTH
obOecrieueHrss WH(OPMALMOHHONW OE€30MacCHOCTH B KOMIIBIOTEpHBIX ceTsiXx. CeTeBble MOJENU
nepenayn JaHHBIX. Mojaens B3auMojencTBus OTKpPBITHIX cucteM OSI/ISO. Anpecanus B
ro6aneHbIX ceTsax. Knmaccudukanusi ynaaeHHBIX yrpo3 B BBIYMCIUTENBHBIX CETSX. THUIIOBBIC
yAaJICHHbIC aTaKU U UX XapaKTEPUCTHUKA.

Tema 4. MexaHu3mbl odecneyeHus HHPOPMALMOHHOM 0€30MaCHOCTH.
Wnentudukanus u ayreHTudUKanus. MeToasl pasrpaHuueHue qocTymna. Peructpanus u ayaur.
MexceTeBoe 3KpaHupoBaHue. TeXHOIOTUsI BUPTyaJbHBIX YacTHBIX ceTei (VPN).

4. TeMaTU4YeCKMIii MJIaH

@OpMBI 3aHATHN
No Bceero
Paznennl 1 TeMbI Camocrosi-
[IpakTnu. | Jlaboparop.
/n Hacos Jlexun p parop TEeIbHAs
3aHSATHS 3aHATHS
pabora
Nuadopmannonnas 6€301MacHOCTh
Qopwan 22 1 0 2 24
Y YPOBHHU €€ 00eCTICUCHHUSI.
KommbroTepHbie BUPYCHI U 3alllTa
P 24 B 28 1 0 2 24
OT HHX.
HNudopmanmonnas 6€301MacHOCTh B
Qopwat 32 1 0 2 24
KOMITBIOTEPHBIX CETHX.
MexaHn3MBbI 00eCIICUeHUS
. 26 1 0 0 22
MH(pOPMAIMOHHOM 6€30MacCHOCTH
IloaroroBka K 3a4ery 4 0 0 0 4
Bcero 3a cemectp | 108 4 0 6 98

5. Buabl O0pa3oBaTe1bHOM AeSITeIbHOCTH
3aHATHSA JIEKIIMOHHOT0 TUIIA

Tema 1. UndopmannonHasi 6e30MaCHOCTH U YPOBHH ee o0ecrieyeHms.

Jlekums 1. [Tonstue «uH(pOpMaLMOHHAs 0€30MacHOCTb. Cocrasnsromue
UHPOPMALIMOHHOM  0€30MacHOCTH. YPOBHM (OPMHUPOBAHUS peXHUMa HH(OPMAIIMOHHON
6e3omacHocTH. HopmaTuBHO-TIpaBOBbIE OCHOBBI HH(GpOpManMoHHON Oe3omacHocTH B PO.
CranpaapTsl HH(pOpMAIIMOHHOHK Oe3omacHOCTH: «O0IIUEe KPUTEPUI.

Crangaptel MHGOPMAMOHHONW 0€30MacHOCTH pacHpesesieHHbIX cucteM. CraHaapTsl
uHpOpMalMOHHOM Oe3omacHocTH B P®. AJIMUHHCTpaTUBHBIA ypOBEHb OOecleYeHUs
uHpopmarnmonHoit Oe3omacHocTu. Knaccudukanus yrpo3 «uHGOPMAIIMOHHONW 0€30MacCHOCTH.
Ananu3z yrpo3 HHPOPMALMOHHOM OE30MaCHOCTH.

Tema 2. KoMmnbloTepHbIe BUPYCHI U 3aIIIUTA OT HUX.

Jleknus 1. Bupycsl kak yrpo3a wuH(poOpManuoHHON Oe3omacHocTu. Kaccudukamms
KOMITBIOTEPHBIX BUPYCOB. XapaKTepUCTHKA «BUPYCOMOIOOHBIX» IMpOrpaMM. AHTHBHPYCHBIC
nporpammel. [IpoduiiakTnka KOMITBIOTEPHBIX BUPYCOB.




Tema 3. UndopmanuonHasi 6e30MaCHOCTh B KOMIIBIOTEPHBIX CETSX.

Jlekuust 2. Ocobennoctu  obecrnieueHuss ~ MH(POpPMAMOHHOW  0Oe30macHOCTH B
KOMIIbIOTEpHbIX ceTsiX. CereBble MOJENM Iepeadd JaHHbIX. Mozenb B3auMoJeicTBUsA
oTkpeIThIX cucteM OSIISO. Anpecanus B rinobanpHbIX cersax. Kmaccudukanums ymaneHHBIX
yrpo3 B BBIYMCIUTEIbHBIX CETSAX. TUIIOBBIE YAAJCHHbIE aTaKU U UX XapaKTepUCTHUKA.

Tema 4. Mexanu3mbl obecniedyeHusi HHPOPMAITMOHHOH 0€30MaCHOCTH.

Jlexuus 2. Unentudukanus u ayreHTuukanus. MeToabl pasrpaHUYEeHUE OCTYTIA.
Peructpanus u aynur. MexcereBoe SKpaHHpOBaHHE. TeXHOIOTHS BUPTYaIbHBIX YaCTHBIX CETEH
(VPN).

3aHATHA CEeMHHAPCKOro THNa (JadopaTopHbie padoThI)

JlaGopaTopnas padora Nel (2 gaca).

Lenb: HacTpouTh MapaMeTphl ayreHTuduKanuun Windows.

[MporpammHOe oOecieueHe U MaTepHraibl: maHenb yrnpasienus MS Windows.

Pemaempble 3ama4yW: HACTpOWKa NapaMEeTPOB JIOKAIBLHOW IOJUTHKH O€30MacHOCTH
orepanrnoHHoM cucteMbl Windows: monMTHKA maposieil, OJIOKUPOBKU YUETHBIX 3aIHCEH.

KoHTpoJsbHbIe BONPOCHI K 1adopaTopHoii padoTe Nel:

1. Uro takoe ayTeHTUDUKAIMS U UACHTH(PHUKAINSA?

2. J1s 4ero MPUMEHSIOTCS 3TH MEXaHU3MBbI?

3. UTO MOXHO HACTPOUTH C TIOMOIIBIO OCHACTKH JIOKanbHast NOJIUTHKA OE30MaCHOCTH.

JladopaTopuas pagora Ne2 (2 yaca).

Lenb: HayunThes paboTaTh ¢ mudpyromei daittoBoit cuctemoii EFS.

[Tporpammuoe obecneuenue U Matepuaisi: MS Windows.

Pemaemble 3agaum: BKIIOYUTh U OTKIIIOUUTH WIM(poBaHue ¢ailioB mudpyromen
daitnosoit cucremoit EFS. DxcioptupoBaTh cepTudukar ¢ KiarouamMu 11t paciiudpoBky (aitinon
Ha JIpyrOM KOMIIBIOTEpE.

KonTpoabHbie Bonpocskl k J1adopaTopHoii padote Ne2:

1. Yto BXOAUT B KpUOTOCUCTEMY?

2. CpaBHHTE METO/Ibl IU(PPOBAHUS C OTKPBHITHIM U 3aKPHITHIM KJIFOUOM (aCHMMETPUYHOE
¥ CUMMETpPUYHOE udpoBaHue).

3. Uro Takoe mmc?

4. Haznauenue mudpyromeit ¢ainosoit cucremsl EFS.

JlaGopaTopnas padora Ne3 (2 yaca).

Ienb: Ha3HAUMUTH IpaBa MOJb30BATENEH MPU MPOU3BOJIBLHOM YIPABIECHHH JIOCTYIIOM B
Windows.

[Tporpammuoe oOecnieuenue u marepuaini: MS Windows.

Pemaemble 3agaum: co34aTh YUYETHYIO 3allUCh M JIOKAJIBHYIO TPYIITY, H3MEHUTH
NPUHAAISKHOCT TOJB30BAaTENsl K JIOKAJIbHOW Tpymme, OJOKUPOBaTh YYETHYIO 3aluch
M0JIb30BAaTE.

KonTpoabHbie Bonpockl K J1abopaTopHoii padore Ne3:

1. Kakue MeTo/1bl ynpaBiieHus: J0CTyrnoM Bam u3BecTHbI?

2. YeM oTnM4aeTCsl MaHAATHOE YIIPaBJIEHHE JOCTYIIOM OT JUCKPETHOT0?

3. lomyctumo i uMst nosib3oBatesss Cvonl Y4\1? TTouemy?

CamocrosiTesbHast padoTa



CamocrodrenbHas paboTa CTYACHTOB HalpaBjicHa HA YriyOJleHue U 3aKperyieHue 3HaHuH,
a TaK)K€ Pa3BUTHE MPAKTUUYECKUX YMEHUN U 3aKIH0YAETCS B!

e paboTe ¢ JEKUMOHHBIM MaTepUaioM, MOMCKE W AHAJIMU3E JIUTEPATypbl U 3JIEKTPOHHBIX
UCTOYHUKOB MHGOpMaIUY;

e BBIIIOJIHEHUHU JOMALIHUX 33JaHUH (JOMalIHUE 3aJjaHusl IPEACTABIISIOT U3 ce0sl epeueHb
3a1a4, ¢ KOTOPBIMU CTYJCHTHl HE CHpPAaBWIMCh B XOJAE BBINOJHEHHS J1IAOOPATOPHBIX
paboT), 3a7aHuil UIsl cCaMOCTOSATEIHHOIO BBIMOJIHEHHS K KaX10i mabopaTtopHoit padore,
MOJTrOTOBKE OTBETOB HAa KOHTPOJIbHBIE BOIPOCHI K Ta0OpaTOPHBIM paboTam;

® H3yYCHUH TEOPETUUYECKOrO MaTepHalia K J1a00paTOPHBIM 3aHATHSIM.

CamocrosTenbHas padoTa CTYACHTAa IO HACTOSIIEMY KypCy SIBJISETCS TapMOHHYHBIM
IPO/IOJKEHUEM BBINOJIHEHUS 3a7jaHuii, 0003HAYCHHBIX B paMKax JIaOOpaTOpHBIX paboT, a TaKkke
paboThI € JEKIMOHHBIM MaTEPUAJIOM 110 €r0 PACIIMPEHUIO IIPU ITOMCKE OTBETOB HA BOIIPOCHI AJIs
CaMOCTOSITEJIbHOTO U3Y4EHHUS.

[TpoBepka KadecTBa caMOCTOSATENbHON padOThI CTYIEHTOB IIPOBOJUTCS BO BPEMsI 3alllUTHI
nabopatopHbix pabor. CTyneHT JOJKEH OpHEHTUpOBaTbcs B  TEOpeTHYEecKod  Oase,
HE0OXOIUMOM /1JIsl BHIIIOJIHEHUS TEKYIIEH padoThl, BBIOJIHUTH BCE 3a/laHus U3 Ja00OpaTOpHOU U
CaMOCTOSITENIbHON yacTel, yMeTh OTBEYaTh Ha KOHTPOJIbHbBIE BOIIPOCHI 10 HAMIPABIECHHIO JaHHOU
paboThL.

BOI[pOCbI AJIA CAMOCTOATECIBHOIO H3YYCHUA

Tema 1. UndopmanuonHasi 6e301acHOCTb M YPOBHHM ee 00ecredeHusl.

Bonpocs! 1151 caMOCTOATEIbHOI0 H3Y4YeHHs TeMbl 1:

1. B dgewm 3akimouaercs npodieMa «uHGOPMAIIMOHHONW 0€30TTaCHOCTH?

2. JlaiiTe onpezeneHue «uH(GOPMAIIMOHHON 0€30MacHOCTI.

3. Tlepeuncnure cocTaBistone HHPOPMAIMOHHON OE30MMACHOCTH U MX OIpEJIeIICHHE.

4. Kakum 00pazoM B3aUMOCBSI3aHbl MEXJy COOOH cOCTaBistonMe MH()OpMAIMOHHON
6e3omacHocTtu? [IpuBeaure coOCTBEHHBIE TPUMEPHI.

5. Ilepeuncnure ypoBHU (GOPMHUPOBAHUS peXUMa HHPOPMALIMOHHON O€30MaCHOCTH.

6. Ilepeuncnure OCHOBOIIOJIATAIOIIME  JIOKYMEHTBl 11O «H(}OPMaLIMOHHON
0€30I1aCHOCTIY.

7. OcHOBHBIE 3alauu  «MH(GOPMAIMOHHON O€30MacHOCTH» B COOTBETCTBUU C
Kournenmuei HanuoHansHoM 0e3omacuoctu POD.

8. Kakas oTBeTCTBEHHOCTh B YTOJOBHOM Kojekce PD mpemycMoTpeHa 3a co3maaHme,
MCIIOJIb30BaHUE U PACIIPOCTPAHEHUE BPEJOHOCHBIX IIporpamm ains 9BM?

9. Kakue Buzpl TpeboBannii BkrouaeT cranaapt ISO/IEC 154087

10. laifiTe ~ XapakTepUCTUKy COCTABJISAIONIMX «MH(MOPMALMOHHON  Oe30MacHOCTH
MPUMEHUTEIHHO K BHIYUCITUTENIbHBIM CETSM.

11. Ilepeuncnute OCHOBHBIE MEXaHU3MBI OE30MTACHOCTH.

12. Yo nmoHuMaeTcs o aJJMHHACTPUPOBAHIEM CPEJICTB O€30MacHOCTH?

13. Kiaccel 3alMIIeHHOCTH MEXKCETEBBIX IKPAHOB.

14. Conepxanne agMUHUCTPATUBHOTO YpOBHSA oOecnedeHus «MHPOPMAIMOHHON
0€3011aCHOCTIY.

15. Maiite onpeneneHne NOJTUTHUKN O€30MMaCHOCTH.

16. Hanpasnienus pa3paboTKH MOTUTUKH O€30MaCHOCTH.

17. Tlepeuncnute Kiacchl yrpo3 HHPOPMaIMOHHON 0€30MacHOCTH.

18. Ha3oBuTe mpUYMHBI M MCTOYHUKHU CIyYailHBIX BO3JEHCTBHI Ha WH(POPMALMOHHBIC
CHCTEMBI.

19. JlaiiTe XxapaKTEpUCTHKY PEAHAMEPEHHBIM yIpO3aM.

20. TlepeuncnuTe KaHAIbl HECAHKIIMOHUPOBAHHOTO JOCTYTIA.

21. Yto noHMMaeTCs O/ TEXHUYECKUM KaHAJIOM YTeUKd HH(pOpMauun?



22.KakoBbl ~MPUYUHBI  BO3HMKHOBEHHUS  OJJEKTPOMAarHUTHBIX  KAaHAJOB  yTEUYKH
uHpopmanuu?

23. Kak o0Opa3yeTcst mapaMeTpudecKuii KaHall yTeuku uHpopMarm?

24. OcHOBHBIC YIPO3bI IIETOCTHOCTH UH(OpMAITUH.

25. OxapakTepu3yiuTe yrpo3bl JOCTYITHOCTH HH(POPMALIUH.

Tema 2. KomnbloTepHble BUPYCHI U 3a1UTA OT HUX.

Bonpocs! 1J1s1 caMOCTOATEIbHOI0 H3Y4YeHHUSI TeMBbI 2!

1. KaxoBbl XapaKkTepHbI€ YePThl KOMIIBIOTEPHBIX BUPYCOB?

2. JlaiiTe onpezaeneHue IPOrpaMMHOrO BUpYyca.

3. Kakoii Bum BupycoB Haumbojee paclmpoCTpaHseMbli B  pacHpeaesieHHBIX
BBIYMCIUTENbHBIX ceTax? [louemy?

4. Tlepeuncnure Kiaccu(pUKaMOHHBIC IPU3HAKA KOMITBIOTEPHBIX BUPYCOB.

5. B ueM 0coOeHHOCTH Pe3UIEHTHBIX BUPYCOB?

6. Ilepeuncnure AeCTPYKTHBHBIE BO3MOKHOCTH KOMITBIOTEPHBIX BUPYCOB.

7. TloscHute camomM@poBaHue M MOJUMOPPUUYHOCTh KaK CBOHMCTBA KOMIIBIOTEPHBIX
BHPYCOB.

8. Ilepeuncnure BUABI «BUPYCONOJOOHBIX» MPOTPAMM.

9. Tloscaute MexaHW3M (DYHKIIMOHHPOBAHUS «TPOSHCKOW MPOTPaMMBD» (JIOTHYECKOM
O0MOBI).
10. IosicHUTE OHATHUS «CKAaHHUPOBAHUE HA JIETY» H «CKAaHUPOBAHUE TI0 3aIIPOCY».

11. Ilepeuncnure BUIbI AHTUBHUPYCHBIX IPOTPAMM.

12. Oxapakrepu3yiiTe aHTHUBHPYCHBIE CKaHEPHI.

13. B 4em 0cOOEHHOCTH IBPUCTUUYECKUX CKAHEPOB?

14. Kakue GakTopsl ONpenenstoT Ka4YeCTBO aHTUBUPYCHOM MIPOrpaMmbl?

15. Ilepeuncnute Haubojee paclpoCTpaHEHHbIE MYTH 3apaXeHHs KOMIIBIOTEPOB
BHpYyCaMH.

16. Ilepeuncnure OCHOBHBIE MPaBUJIA 3ALIUTHI OT KOMIIBIOTEPHBIX BUPYCOB, MOTYyYaeMbIX
HE U3 BBIUUCIUTEIbHBIX CETEH.

17. XapakTepHble 4epThl MAKpOBHpYCa.

18. Kak npoBepuTh cUCTEMY Ha HAJTMIHME MaKpoBHpyca?

19. SIBnstercs M HamMuMe CKPBITBIX JHUCTOB B Excel mnpusHakoMm 3apakeHHs
MakpoBHUpycoM?

Tema 3. UndopmannonHasi 6e30MacHOCTh B KOMIbIOTEPHBIX CETHAX.

Bonpocs! 1151 caMOCTOATEIbHOI0 H3YYeHHUsI TeMblI 3!

1. B uem 3akmrouaroTcsi 0COOCHHOCTH oOecriedeHusT «MH()OPMaIMOHHON 0€30MaCHOCTH
KOMIIBIOTEPHBIX ceTeil?

2. [laiiTe onpeeieHre OHIATHS «YAaJICHHAS yTPo3ay.

3. B uem 3akmouaercs crienugrKa METOJIOB U CPEACTB 3alUThl KOMIBIOTEPHBIX CEeTei?

4. TloscHuTe MOHATHE «TJI00ANIbHAS CeTeBasl aTakay, MPUBEIUTE MPUMEPBI.

5. Kakue npotokoinsl 00paszytot moaens TCP/IP?

6. Kakoii mpoTokon oOecrieunBaeT mpeoOpa3oBaHUE JOTMYECKHX CETEBBIX a/IPECOB B
anmnaparHele?

7. IlpoBenuTe CpaBHUTEIBHYIO XapaKTEepUCTUKY Mojenel nepenaun naHHeix TCP/IP u
OSI/ISO.

8. Ha xakom ypoBHe wmozgenmu OSI/ISO peamusyercs cepBuCc 0e30MacHOCTH
«HEOTKa3yeMoCThy (cormacHo «OOIIM KpUTEPUIM»)?

9. Jlns gero npennasznaded DNS-cepsep?

10. Ilepeuncnute KJ1acchl yAaTeHHBIX YTPoO3.

11. Kak knaccuunupyroTcsl yIaJeHHbIE YTPO3bI «TI0 XapaKTepy BO3ACHUCTBUS»?

12. Oxapakrepu3yiTe yaJeHHbIE YTPO3bI «I10 LETH BO3ACHCTBUMY.



13. MoeT Jii TacCUBHAs YIpo3a MPUBECTH K HAPYIICHHUIO IIEIOCTHOCTH uHpopmarmu?
14. JlaiiTe onpeieicHUE TUIIOBOW YIAJICHHOW aTaKH.

15. Yto siBsieTCs LETbIO 37I0YMBIIUIEHHUKOB TP «aHAJIH3E CETEBOr0 Tpaduka?

16. HazoBuTe mpu4HHBI ycriexa yAaJIeHHON aTaKH «JIOXKHBIH 00BEKTY.

Tema 4. Mexanu3mbl o6ecniedyeHusi HHPOPMAITMOHHOH 0€30MaCHOCTH.

Bomnpocsl 111 caMOCTOATENbHOT0 H3y4YeHHUs TeMbI 4:

1. Yto monmMmaercs moj HACHTU(PHUKAMEH U ayTeHTU(DUKAITMEH TTOJIH30BATENS?

2. Ilepeuncnure BO3MOXHBICE HMICHTU(PUKATOPH TIPU peaTH3alMH  MEXaHHU3MOB
UIEeHTU(DUKAIIMY U ayTeHTH(UKALIIH.

3. Uto TaKoe «3IEeKTPOHHBINA KIHOU»?

4. Kakoil u3 BUIOB ayTeHTH(QHUKAIUHU (ycTOUMBas ayTeHTHU(PHUKAIUS WU ITOCTOSHHAS
ayreHTH(UKanus) Oonee HaAeKHBIN?

5. UTo BXOJUT B COCTaB KPUITOCUCTEMBI?

6. Kak peanu3yrorcsi CAMMETPUYHBIN U aCHMMETPUYHBIH METO/IbI N (POBAHUS?

7. Uro Takoe 3eKTpoHHas HU(poBasi MNOIIUCH?

8. Ilepeuncnure METOMBI pa3rpaHUUYCHHS JJOCTYIIA.

9. Kaxkue MeTobI yIpaBlieHUS TOCTYIIOM NMPEAYCMOTPEHBI B PYKOBOISAIINX JOKYMEHTaX
[Nocrexxkomuccun?

10. Ha uem ocHOBaH MEXaHHU3M PEruCcTpaIuu?

11. Kakue coObITHSI, CBSI3aHHBIE C 0€30MaCHOCTbIO, MOJICKAT PErUCTPALIIH?

12. Yem oTnu4arOTCsl MEXaHU3MBbI PETHCTPAIK U ayuTa?

13. Kakue 3tarsl npeaycMaTpruBaOT MEXaHU3MbI PETUCTPALIMH U ayauTa?

14. B yem 3akioyaercs MPUHIUI MEKCETEBOI0 SKPAaHUPOBAHUS?

15. [IpuHumn GyHKIHOHUPOBAHUS MEKCETEBBIX IKPAHOB C (GUIIbTPALIUEH TAaKETOB.

16. Kakue cepBUCHI 0€30MaCHOCTH BKIIOYAET TEXHOJIOTHS BUPTYaIbHBIX YaCTHBIX CETEH?

17.Tlouemy mnpu wucnonb3oBanuu TexHogoruu VPN I[P-aapeca BHyTpeHHel cetu
HEJOCTYITHbI BHEITHEHN ceTH?

18. Yem ompepensercs MOTUTHKA O€30IMaCHOCTH BUPTYAITBbHON YaCcTHOU ceTh?

3aIlaHI/Iﬂ AJIsA CAMOCTOHATEJIBbHOI'O BBITNTIOJIHCHU A

3aganus 1J1sl CAMOCTOSITEIbHOTO BBINOJTHEHH K J1abopaTopHoii padore Ne 1

1. Ismenute mapamerp «llaponb JoMKeH OTBe4aTh TPEOOBaHMSAM  CIIOKHOCTH
[Tonutuky naponel Ha «Bkitouen» (pUCyHOK 3) W HOCJE 3TOro MONpoOYHTE U3MEHHUTH MapoJb
cBOEH ydeTHOMH 3amucu. 3apUKCUpPYHTE BCe COOOIIEHUSI CUCTEMBbI, IPOAHAIU3UPYHTE U BBEIUTE
JIOITyCTHMBIN MTapoJIb. DTOT MapOJb ABISETCA PE3YyIbTATOM BBINOJHEHU Bamero 3aganus.

2. Ilocne ycnenrHoro BHIIOIHEHUs IEPBOTO 3a/laHus, U3MEHNUTE Maposib Bameil yueTHoit
3allUCH, a B KauecTBE HOBOIO Iaposie YKaXuTe MNpexHuil mnapoib. Bee coolmenus
3aukcupyiTe, NpoaHaIU3UPyNHTe U OOBSICHUTE TOBEAEHUE CUCTEMbI 0€30aCHOCTH.

3. IIpoBenuTe SKCIEPUMEHTHI ¢ APYTUMH TTapameTpamu [IOTMTHKY yIeTHBIX 3aruceii.

3agaHus AJ1s1 CAMOCTOATEIHHOI0 BHINOJTHEHUS K JIabopaTopHoii padore Ne 2

1. Okcnoptupyiite ceptudukrar Ne 2 u3 nanku [IpoMexyTodHbIE IEHTPHI CePTUPUKAITUN
Root Agency (coxpaHUTe WILTIOCTPAIIAN TSI OTUYETA).

2. UmnopTupyiiTe SKCIOPTHPOBaHHBIA cepTudukar B manky JlnuHble (coXpaHUTE
WUTIOCTPALMK JUISl OTYETA).

3aganus AJ51 CAaMOCTOATEILHOT0 BBINOJTHEHHS K JJadopaTopHoii padore Ne 3

1. Coznaiite ydeTHyro 3amuchk ¢ umeneM JIP-3, ucmonezys komanmy Print Screen
KJIaBUATYpPhl, COXPaHUTE KOMHIO SKpaHa CO CIMCKOM IoJyb3oBareneil Bamiero komnbiotepa (s
3TOrO, MOCIe HaKaThs KJIaBUIIU Print Screen BcraBbTe CKOMMPOBAHHOE U300paKEHHE B HOBBIH



noxkyment Word) aiist mpeacTaBlieHHs B KaUeCTBE OTYETA.

2. Coznanite rpynny MudopmanronHnas 0€30MacHOCTb U COXPAHUTE OKHO CO CIHCKOM
rpynn Bamiero kommnbrotepa it OT4eTa.

3. 3abnokupyiiTe yueTHyto 3anuch JIP-3 1 mocie 3Toro ynaiuTe.

6. KpnTepml OLICHUBAHHUA PE3YJAbLTATOB OCBOCHUA NTUCHUIIJIHHDBI (MO)Iy.]'[H)
6.1. OIIeHO‘lHLIe cpeacrea U KPUTEPUHU ONCHUBAHUSA JAJIs1 TeKyIIIeﬁ arTrecralnuu
BOHPOCLI AJIsl CAMOCTOATEC/ILHOI'O U3YYCHUSA

Bonpocs! 1151 caMOCTOATEIbHOI0 H3YYeHHUsI TeMbl 1:

1. B dewm 3akmouaercs npodieMa «iHGOPMAIIMOHHON 0€3011aCHOCTH?

2. Jlaiite onpeneneHue «uH(OPMAIIMOHHON 0€30IaCHOCTI.

3. Ilepeuncnure cocTaBistonre HHHOPMALMOHHON 0€30M1aCHOCTH U UX ONpe/eIeHuE.

4. KaxkuMm 00pa3oM B3aMMOCBSI3aHBI MEXIY COOOW COCTaBISONME WH(DOPMAIIMOHHON
6e3onacuoctu? IIpuBeaure coOCTBEHHbIE IPUMEPBHI.

5. Ilepeuncnure ypoBHU (OPMHPOBAHUS pPeKUMa HHPOPMALMOHHOM OE30MACHOCTH.

6. Ilepeuncnaure  OCHOBOINOJIATAIOLIME  JOKYMEHTHl [0  «MH(pOPMAIMOHHON
0€30I1aCHOCTHY.

7. OcHOBHBIE 3agaud  «MH(OpPMAMOHHOW 0€30IaCHOCTH» B  COOTBETCTBUU C
Konuennueit HatmonaneHoM 6e3onacHocty PO.

8. Kakasg oTBeTCTBEHHOCTh B YTOJOBHOM Kojekce P®D mpeaycmoTpeHa 3a co3faHue,
HCIIOJIb30BaHUE U PACIPOCTPaHEHUE BPEJOHOCHBIX IIporpamm aiist OBM?

9. Kakue Buasl TpeboBanuit Bkitovaet cranaapt ISO/IEC 154087

10. lafiTe =~ XapaKTEpUCTUKy COCTABIISIIONINX «HH(POPMAIMOHHON  0€30MacHOCTHY
IPUMEHHUTEIBHO K BBIYMCIUTEIbHBIM CETSIM.

11. [lepeuncnure OCHOBHbIE MEXaHU3MbI 0€30I1aCHOCTH.

12. Yto noHumaeTcs noj aJMUHUCTPUPOBAHUEM CPEJCTB 0€30MacCHOCTH?

13. Kiaccel 3alMIIIEHHOCTH MEKCETEBBIX SKPAHOB.

14. Conepkanve aJIMUHHCTPATUBHOTO YPOBHS  OOecledeHus <«MHPOPMaLUOHHOM
0€30I1aCHOCTH.

15. JlaiiTe onpeneneHne NOIUTUKN O€30IaCHOCTH.

16. HampasiieHus pa3paOOTKH MOJUTHKH O€30MaCHOCTH.

17. Ilepeuncnute KiIacchl yrpo3 HHPOPMALMOHHOM O€30MaCHOCTH.

18. Ha3oBuTe NpUYMHBI ¥ MCTOYHUKHU CIIyYaHBIX BO3JEHCTBHI Ha WH(GOPMAIMOHHEIE
CHCTEMBI.

19. JlaiiTe XapaKTEpUCTHKY TPEAHAMEPEHHBIM yIPO3aM.

20. [lepeuncnure KaHaJIbl HECAHKIIMOHUPOBAHHOTO JOCTYTIA.

21. Yto moHMMAeETCs O] TEXHHYECKIM KaHAJIOM YTeUKH HHPOpPMAIUu?

22.KakoBbl ~NPUYUHBI  BO3HUKHOBEHMSI  JJIEKTPOMArHUTHBIX  KAaHAJIOB  YTEUKH
uH(popmanun?

23. Kak o0Opa3yeTcs mapaMeTpuyecKuii KaHal yTeuku uHpopMarun?

24. OCHOBHBIE YIPO3BI IIEIOCTHOCTH HH(POPMAITHH.

25. OxapakTepu3yiTe yrpo3sl JOCTYITHOCTH HH(OPMAIIHH.

Bonpocs! 1151 caMOCTOATEIbHOI0 H3YYeHHUSI TeMBbI 2!

1. KaxoBbl XxapakTepHbl€ UepThl KOMIIBIOTEPHBIX BUPYCOB?

2. JlaiiTe onpeaeneHre IpOrpaMMHOTO BUpYca.

3. Kakoit Bug BupycOoB HamOoliee paclpoCTpaHSIEMbId B  pacHpeneseHHBIX
BBIUMCIUTENBHBIX ceTsax? [Touemy?

4. Tlepeuncnute Kiaccu(UKaIMOHHBIE TPU3HAKNA KOMIIBIOTEPHBIX BUPYCOB.



5. B uem 0coOEHHOCTH PE3UCHTHBIX BUPYCOB?

6. Ilepeuncnure 1eCTPYKTHUBHBIE BO3MOKHOCTU KOMIIBIOTEPHBIX BUPYCOB.

7. Tloscaute camomm@poBaHue M MOTUMOPPHUUYHOCTH KaK CBOHWCTBA KOMIBIOTEPHBIX
BUPYCOB.

8. Ilepeuncnure BUABI «BUPYCONOJOOHBIX) MPOTPAMM.

9. IloscHute MexaHu3M (YHKIMOHMPOBAHUS «TPOSHCKOW IpPOrpamMMbl» (JIOTHYECKOM
O60MOBI).
10. IlosicHUTE NOHATHUS «CKAaHUPOBAHUE HA JIETY» U «CKAaHUPOBAHUE I10 3aIpOCy».

11. Ilepeuncnure BUbl aHTUBUPYCHBIX IIPOIPaMM.

12. Oxapakrepu3syiiTe aHTUBUPYCHbIE CKaHEPBHI.

13. B ueM 0COOEHHOCTH IBPUCTUYECKUX CKAHEPOB?

14. Kakue gaxTopbl OIpeesioT Ka4yeCTBO aHTUBUPYCHON IPOTrpaMMbl?

15. Ilepeuncnute Hambojee paclpoCTpaHEHHBIE MYTH 3apaXEHUS KOMIIBIOTEPOB
BUPYCaMH.

16. Ilepeuncnute OCHOBHBIE MPABUIIA 3ALIUTHI OT KOMIBIOTEPHBIX BHPYCOB, IOIYIaeMbIX
HE U3 BBIYHCIIUTENIBHBIX CETEH.

17. XapakTepHble 4epThl MAKPOBUPYCA.

18. Kak npoBepuTh cUCTEMY Ha HAJIM4Ue MakpoBUpyca?

19. SIBnsiercss 1M HaNMuYME CKPBITBIX JHUCTOB B Excel mnpusHakoMm 3apakeHHs
MaKpOBHpPYCOM?

Bonpocs! 1J1s1 caMOCTOATEIbHOI0 H3YYeHHS TeMbl 3!

1. B 4eM 3aKkiIr09aroTCsl 0COOCHHOCTH OOecedeHus «MH(OPMAIIMOHHON 0€3011aCHOCTH
KOMITbIOTEPHBIX CETEeH?

2. JlaiiTe onpeeieHre IOHITHS «YJaJICHHAS yTPo3ay.

3. B uewm 3akimtouaercs crenudrka METOIOB U CPEACTB 3allUThl KOMIBIOTEPHBIX CETEH?

4. TlosicHUTE MOHATHE «TJI00ANbHAS CETEBasl aTakay, MPUBEIUTE PUMEPBI.

5. Kakue npotokoinsl 00paszytot moaens TCP/IP?

6. Kakoii mpoTtokon oOecrieunBaeT mpeoOpa3oBaHUE JOTMYECKHX CETEBBIX a/IPECOB B
annaparHsle?

7. IlpoBenuTte CpaBHHUTEIBHYIO XapaKTEpUCTUKY Mojaeneil nepenaun gaHHbix TCP/IP u
OSI/1SO.

8. Ha «kakom ypoBae wmozgenmu OSI/ISO peamusyercs cepBuc 0€30MacHOCTH
«HEOTKa3yeMoCTh» (corimacHo «OOLIMM KpUTepUsiM»)?

9. s wero npennasznauen DNS-cepsep?

10. IlepeuncnuTe KJI1acchl yaleHHBIX YTPO3.

11. Kak knaccupuuupyrorces yaaaeHHbIe YTPO3bl «I10 XapaKTepy BO3ACHCTBUI»?

12. Oxapakrepu3yiTe yaajJeHHbIE YTPO3bI «I10 LETH BO3ACHCTBUMY.

13. MoskerT Ji mTacCHBHAs yrpo3a MPUBECTH K HAPYIICHUIO 1IeIOCTHOCTH HH(popMarim?

14. JlaiiTe onpeaeneHre TUIIOBON yJaleHHON aTakKH.

15. Yo sBsieTCs 1eNIbI0 3JIOYMBITIUICHHUKOB TIPH «aHAJIM3€ CETeBOro Tpadukay?

16. Ha3oBuTe NpUYMHBI ycIieXa yJalleHHON aTaku «JI0KHBIA 00BEKT».

Bonpocs! 1151 caMOCTOATEIbHOI0 H3YYeHHUSs TeMbl 4:

1. Yro moHumaercs noa uaeHTHUPUKaUEN 1 ayTeHTU(UKAIel moib3oBaTess?

2. Ilepeuncnure BO3MOXKHBIE MJIECHTH()UKATOPHI MpH pealu3aliil  MEXaHHU3MOB
UACHTU(DUKAIIMYI U ayTeHTU(DUKAIINH.

3. Uto TaKoe «3JEeKTPOHHBINA KIH0U»?

4. Kakoit u3 BUAOB ayTeHTHU(UKAIUMU (YyCTOMYMBAs ayTeHTH(UKAIMSA WA TOCTOSHHAS
ayTreHTH(UKanus) Oosee HaIeKHBIN?

5. UTo BXOJIUT B COCTaB KPUTITOCUCTEMBI?

6. Kak peanu3yrorcsi CAMMETPUYHBIN U aCHMMETPUYHBIN METOIbI IH(PPOBaHUs?



7. Yto Takoe 3eKTpoHHAas HU(PPOBast MOANUCH?

8. Ilepeuncnure MeTOIbl pa3rpaHUUYEHUS JOCTYIIA.

9. Kaxue MeTo/bl YIpaBIICHUS TOCTYIIOM MPETYCMOTPEHBI B PYKOBOISIINX TOKYMEHTAX
I'ocrexxkomuccun?

10. Ha yem OCHOBaH MEXaHHU3M PErHCTPAIU?

11. Kakue coObITHSI, CBSI3aHHBIE C 0€30MaCHOCTHIO, TIOJIEKAT PETUCTPALIH?

12. YeM OTIUYAOTCSI MEXAHU3MBI PETHCTPAINH U ayIuTa?

13. Kakue 3tamnsl npeaycMaTpruBalOT MEXaHU3Mbl PETUCTPALIUU U ayauTa?

14. B yem 3akito4aeTcs MPUHIIMIT MEKCETEBOI0 SKPAHUPOBAHUS?

15. [IpuHimn GpyHKIHOHHUPOBAHUS MEKCETEBBIX SKPAHOB ¢ (DUIIbTpallieli TaKeTOB.

16. Kakue cepBUCHI 0€30MaCHOCTH BKITIOYACT TEXHOJIOTHS BUPTYAIbHBIX YaCTHBIX CETCH?

17.Tlouemy mnpum wucnoigb3oBaHuu TexHojgoruu VPN IP-aapeca BHyTpeHHel cetu
HEJOCTYITHBI BHEITHEHN ceTH?

18. Yem ompenensercs HOTUTHKA O€30MaCHOCTH BUPTYaIbHOU YacTHOM ceTu?

Kpurepun oueHnBaHusi 0TBETOB HA BONIPOCHI VIS CAMOCTOSITEILHOI0 H3Y4YCHH S
OTBeT MO KaXJI0My BOIPOCY OLICHUBAETCS MO MATHOAJUILHOM IIKaje B 3aBUCUMOCTH OT
COZEPKATEIBHOCTU OTBETA U JIOTUKH U3JI0KEHHS MaTepuaa.

YpoBeHb OTBETa Onenka

Ilonxo u APTYMCHTHUPOBAHO OTBCYACT 110 COACPIKAHUTO
TCMBI; MOXCT 000CHOBaTh CBOU CYKACHUA, IPUMCHHUTD
3HAHUA Ha MMPAKTHUKE, TPUBECTU HeO6XOI[I/IMI>IC IMPUMCPEI HE 5 (OTJ'II/IIIHO)
TOJBKO M3 JICKIIWHU, HO U CAMOCTOSATCIIBHO COCTAaBJICHHBIC,
n3JIaract MaTcpuraJl oCJICA0BATCIbHO U KOPPCKTHO.

JlaeT OTBET, YJIOBJIETBOPSIONIHI TEM K€ TPEOOBAHUSIM, UTO
U /IS OLIGHKH «5», HO IomycKaeT 1-2 omuOKu, KOTOphle caMm 4 (xoporio)
)K€ UCTTPaBJISIET.

M3naraet maTepuall HEMOIHO U JOIYCKAeT HETOYHOCTH B
OTpezieNIeHUU OHATUHN WK (OPMYJIMPOBKE MPaBUIT; HE

yMeeT JI0CTaTOYHO TIIyOOKO M JJOKa3aTeIbHO 000CHOBATh 3 (YAOBIETBOPUTENBHO)
CBOM CY’KJICHHUsS U IPUBECTH CBOU ITPUMEPBI; U3J1aract
MaTepHall Heloce10BaTeIbHO U JIOMYCKAaeT OUTHOKH.

He 3naer oTBeT Ha BONpPOC, TOMYCKAET CYIIECTBEHHBIE
oOKH B (HOPMYIHPOBKE ONPEACTICHUN U allTOPUTMOB,
HCKaXKaIOIIME UX CMBICH, OECIIOPAI0YHO 1 HEYBEPEHHO
U3JIaraeT MaTepual.

2 (HeyIOBJIETBOPUTEIIHHO)

HpI/IMepbl 3a11am/1171 AJIF CAMOCTOATEIBHOI'O BBINTOJTHCHU A

3ananmue 1.

1. Hactpoiite Opanamaysp Ha paboty ¢ BeO-cepepom (HTTP), FTP-cepsepom u
3a(hUKCUPYITE COOTBETCTBYIOIIEE OKHO ISl OTYETA.

2. Bxitounre sxypHasl 6€30MacHOCTH.

3. [ocne BwimonHeHUs 3amanusi 1 u 2 moakmouuTech kK MHTEpHET M moceTtute Iro00it
BeO-cepBep.

4. 3aBepmuTe padoTy B IHTEpHET U MPOCMOTPUTE KypHAJT 0€30MMaCHOCTH.

5. 3adukcupyiiTe 3anucu KypHaia 0€30MacHOCTH IS OTYETA.




3aganue 2.

1. BkitouuTe ayAuT ycrexa U 0TKas3a BcexX mapaMeTpoB (HCHOIb3yiTe 3a1anue A).

2. BeriiguTe U3 CHCTEMBI U MPEIIPUMHUTE IMOMBITKY BXO0Jla B ONEPALMOHHYIO CUCTEMY C
HeBepHbIM MapojeM. OTKpoHTe XKypHal COOBITHH, HalAWTE COOTBETCTBYIOIIYIO 3alKCh U
ckomupyiTe 3kpan B Oydep (Print Screen) ans oTuera.

3. Yoanute co3maHHyl paHee ydeTHyro 3amuch JIP-6 u 3adukcupyiite Bce cOOBITHS
CUCTEMHOI'0 )KYpHaJla, CBSI3aHHBIE C TUM JICHCTBUEM ISl OTUETA.

KpnTeplm OIlCHUBAHMNA 3aJJaHUI JJIs1 CAMOCTOATEIbHOI0 BbINOJIHEHHS.

YPpoBeHb BbINOJHEHHS Ouenka
3angaua perieHa B oJIHOM 00bEME, aNrOPUTMUYECKUE U
BBIUMCIUTENbHBIE OIIUOKHA OTCYTCTBYIOT, IPOBECH aHAJIHN3 5 (oTIM4HO)

MOJIYYCHHOI'O PCIICHHA.

3ajaua perieHa B I0JIHOM 00bEME C HE3HAYUTEIbHBIMU
TEXHUYECKUMHU OIINOKaMU WM OTCYTCTBYET aHaJIN3 4 (xopor1io)
pE3yJIbTaTOB PEUICHUS.

3asaya pelieHa He MOJIHOCThIO WK B PElIeHUN
MPUCYTCTBYIOT OIIMOKU aITOPUTMUYECKOTO XapakTepa, 3 (yIOBIETBOPHUTEIHHO)
HE3HAYMUTEJIbHO BIUSIONINE HA X0 PEIICHHUS.

3aa4ya He peleHa WK B PELICHUH IPUCYTCTBYET
3HAUUTEJIBHOE KOJIMYECTBO OLIMOOK aJIrOPUTMUYECKOTO 2 (Hey10BJIETBOPUTEIIHHO)
XapakTepa, CYIECTBEHHO BIUSIONIMX HA X0 PELICHHUS.

6.2. OneHo4HbIe CPeACTBA 1 KPUTEPHHU OLICHUBAHMS JJIS1 IPOMEKYTOYHOM
aTTecTaluu

B cooreerctBun ¢ n. 3.3.5 IlonokeHuss O TEKyIleM KOHTPOJE YCIEBAEMOCTH U
IIPOMEXKYTOUHOM arTecTanuu o0ydaromuxcs B (efepaibHOM TOCYIapCTBEHHOM OOJKETHOM
00pa30BaTeIbHOM YUpEXKJIEHUM BBICHIEr0 o00pa3oBaHus «CMOJIGHCKUH ToCylapCTBEHHBIN
yauBepcuteT» (IIpunoxenne 14 k mnpukazy pektopa Ne 01-135 or 30.08.2022) 3auer
BBICTABJIIETCS. IO WTOraM MpakTHYeCKuX M (Win) J1abopaToOpHBIX 3aHATUH (TeKylien
yCIIEBAa€MOCTH), a TakKK€ Ha OCHOBE IPEACTAaBICHHBIX OOydYaloIIMMCS MaTepualioB
CaMOCTOSITENIbHOW PaboThl (OTYETOB, KOHCHEKTOB, pedepaTroB U T.JI.), MPEIYyCMOTPEHHBIX
paboyeil mporpaMMoi AUCHUIIINHBI (MOYJIS) UM IPOTPaMMON MPAKTHKU.

OneHOYHBIMH CpPEACTBAMM JJIl NPOMEXYTOUYHOM aTTECTALIUU SIBIISIFOTCSL OTYETHI IO
1abopaTopHBIM paboTaM, a TakXKe BOIPOCHI ISl CAMOCTOSITENIBHOTO M3YYEHUs U 3aJaHus IS
CaMOCTOSITENIEHOTO BBIMOIHEHUS (CM. I1. 6.1. O1ieHO4YHbIe Cpe/ICTBA U KPUTEPUH OLICHUBAHUS JIJIS
TEKyIeH aTTeCTaIun).

TpedoBanus k opopmiIeHHIO OTYETOB 110 JIA0OPAaTOPHBLIM padoTam

OT4eT BBITOMHAETCS KOMIBIOTEPHBIM CIOCOOOM. TeKCT pa3Mmemaercs Ha JIHCTE
dopmatom A4 (210 x 297 mm), MO CTPAHUIIBL: JIEBOE — 3 €M, TIpaBoe — 1,5 cM, HIDKHEE — 2 CM,
BepxHee — 2 cM. Tekcr mevaraercs depe3 1,5 mHTepBana, mepBas CTpoka ab3ama TeKcTa C
orctynioM — 1,25 cm. llpudt: Times New Roman Cyr, pazmep mpudra — 14 nrt. Tekct otuéra
JIOJDKEH OBITh OT(HOPMATHUPOBAH I10 IITUPUHE.

OT4YeT NOKEH COCTOSITh U3 CASAYIOMINUX Pa3/IeioB:

® TUTYJbHBIN JIUCT;

® CoO/IepIKaHuE,
e OCHOBHAs 4YacTh;




® 3AaKJIHYCHUC,
® CIIMCOK HH(l)OpMaI_[I/IOHHBIX HCTOYHHUKOB.

Copep:xanue TOJDKHO ObITH 0OpMIIEHO C yka3zaHueM cTpaHull. CTpaHHIA COAepKaHUS
JI0JKHA OBITH CO3/1aHa ¢ IOMOIIBIO BCTABKH B TJOKYMEHT aBTOMAaTHUECKOTO OTJIaBIICHHS.

Crpanunpl oTyeTa HyYMEpYIOTCA apabckumu HudpaMu, coOJofaeTcs CKBO3HAs
HyMepalusi 1Mo BCEMY JOKYMEHTY, BKJIIOYas CIHMCOK MH(POPMAIMOHHBIX MCTOYHHKOB. Homep
MPOCTABIISIETCS BHU3Y JIUCTA, B LIEHTPE. TUTYIBHBIN JTUCT BKIIOYAETCS B OOIIYI0 HyMepaluio, HO
HOMEp CTpaHUIBl Ha HeM He mpocTaBiusercs. Mimoctpamuu, Ttabmuuel, rpadukw,
pacrosoKeHHbIEe Ha OTACNBHBIX JIUCTAX, BKIIOYAIOTCA B OOLIYI0O HyMEPALUIO CTPAHMUII.

OTtuer BBINOJIHAETCS B €AMHOM CTWIIEBOWM MaHEpPE, B HEM HE JIOJDKHBI JOIYCKaTbCS
rpaMMaTH4ecKue, MyHKTyallMOHHbIE, CTUJIMCTUYECKHE OIIUOKU U ONEYaTKH.

OcHOBHasl yacThb OTY€Ta COCTOMT M3 3ajaHui. OHM HyMepyrTcs (KpoMe BBEIEHUS,
3aKJIIOUEHUs, CHHCKAa HH(POPMAIMOHHBIX HCTOYHUKOB, MPUIIOKEHUHN) apabCKuMH MH(ppaMu.
Kaxxnoe 3agaHve HauMHAeTCs C HOBOW CTpaHUIIbl, Ha3BaHUE 3a/JlaHUs  OTYETa IHILETCS
3arJaBHBIMU OYKBaMU MO LEHTPY MOIYKUPHBIM HIPUPTOM, IMEPEHOCH YAaCTH CIIOBAa B HA3BaHHUHU
HE JIOIyCKaroTCsl.

Crnucokx nHGOPMAIIMOHHBIX UCTOYHUKOB HyMepyeTcsi apadckumu 1uppamu. OH AOKEH
OBITH OTCOPTHUPOBAH IO MEPE BCTPEYAEMOCTH B TEKCTE OTYeTa. BHyTpH oTueTa CHOCKM Ha
CIUCOK MH(pOPMAIMOHHBIX MCTOYHHKOB IE€YaTAlOTCS B KBaApaTHBIX ckoOkax [N], rme N —
HOPSIKOBBI HOMEp HMH(OPMAIMOHHOTO MCTOYHUKA B CHHMCKe. Ha Kakoplii IMyHKT B CHHCKE
JOJKHa OBITH XOTS ObI OFHA CChUIKAa B TeKCTe oTdera. CChUIKM HAa HECKOJIBKO MCTOYHUKOB C
yKa3aHUEM CTPAHUI] pa3ACIAIOTCS MEXITy COOOM TOUKOM C 3arsTOM.

Pucynku pacronararorcsi B TEKCTE OTYeTa B LIEHTPE CTPOKH, HYMEpPYIOTCS apaOCKUMU
uppaMu 1 TOITHCHIBAIOTCS.

Hampumep,

Puc.
HOMep Ha3BaAHUC pI/IC}’HKa

Ha xaxapiii puCyHOK JTOJKHA OBITH XOTSI ObI OJIHA CChIJIKAa BHYTpU oTyeTa. Hampumep,
(cMm. puc. 2).

Tabnuiel HymepyroTcss apabckumu 1udpamu. Yaie Bcero TaOnMIbI pacroiararoT o
TEKCTy OTdYeTa, rmociie ab3ana, B KOTOPOM OHa BIIEPBbIE YIOMHHAETCS, C YKa3aHHEM CCBUIKH.
Hampumep, cm. Tabaumy 1. Kpome Toro, y kaxkaoil Tabnuibl JODKHO ObITh HazBaHue. Homep
TabIUIBl U €€ Ha3BaHUE MOMeEIIaeTcsl Haja Tabuuueil cieBa 6e3 ab3alHOrO OTCTyNa B OJHY
CTPOKY 4Yepe3 TUPE.

Hamnpumep,

Tabnuma —
HOMCp Ha3BaHUC Ta6J'II/IL[I)I
[MpwtoxxeHnuss oOPMIISIOTCS KaK MPOJOJKCHHE OTYeTa Ha IOCIICTHUX €ro CTpaHHUIlaX.
Kaxxnoe mpunoxeHne HaYMHACTCS ¢ HOBOM cTpaHuIbl. [IpuinokeHne T0KHO UMETh 3aroJioBOK,
KOTOPBIH 3aIMCHIBACTCS 10 IICHTPY CTPOKHU 3arjiaBHBIMU OykBaMu. O003HAYAIOTCS TIPHITOKEHUS
3arinaBHbIMA OykBamMu pycckoro andasuta. CBS3b OCHOBHOTO TEKCTa C NPUIOKEHUSIMHU
OCYIIIECTBIISCTCS Yepe3 CChIIKU B KPYIIIBIX CKOOKaX.

Kpurepun oueHuBaHus 3ajaHuii JJaOOpaTOPHBIX padoT

YpoBeHb BbINOJHEHHS Ouenka
3anmava penieHa B IOJTHOM 00bEMe, aTOPUTMHYECKHE U
BBIYHCIIUTEIbHBIE OMMOKHA OTCYTCTBYIOT, POBEJICH aHAIH3 5 (OTIIMYHO)
MOJIYYCHHOI'O PCIICHHA.




3amaga perieHa B HOJHOM 00bEME ¢ HE3HAUNTEITbHBIMU
TEXHUYECKUMHU OUTMOKaMU MM OTCYTCTBYET aHAIIU3 4 (xoporo)
pE3YJIbTaTOB PEUICHUSL.

3ajaya pelieHa He MOJIHOCTBIO WK B PELIEHUN
HPUCYTCTBYIOT OMIMOKH aITOPUTMHYECKOTO XapaKTepa, 3 (YZOBIETBOPUTEIIHHO)
HC3HAYUTCJIbHO BJIMAIONIMC HA XOJ PCHICHUSA.

3ajaua He pelleHa WIK B PELICHUH IPUCYTCTBYET
3HAYUTEIHHOE KOJMUECTBO OUIMOOK aJrOPUTMHYECKOTO 2 (Hey1OBJIETBOPUTEIILHO)
XapakTepa, CYIECTBEHHO BIUSIONIMX HA X0 PELICHHUS.

Kpurepun nosyuenus 3adera

I[JI?I MMOJIYYCHHA 3a4€Ta CTYACHT JOJIKCH:
®  BbLIIIOJIHUTD 3aJaHusg J'Ia60paTOpHLIX pa60T Ha OLICHKY HE HMKC
«YAOBJICTBOPHUTCIIBHO»,
¢ YMCTHb OTBCHATH HA BOIIPOCHI AJII CAMOCTOATCIIBHOTO U3YUCHUA HA OLCHKY HC HUKE
«YHAOBJICTBOPHUTCIIBHO»,
®  BLBIIOJHHUTL 3adaHWA JIA CaMOCTOATCIIBHOI'O BBIITOJHCHHA Ha OLCHKY HC HMIKC
«YHAOBJICTBOPHUTCIIBHO.

7. IlepeyeHb OCHOBHOI M 10NIOJTHUTEJILHOM y4eOHOM JIMTEepaTyphl
7.1. OcHoBHas1 JUTEpaTYpa

1. HecrepoB, C. A. HudopmaunoHHas O0€30MacCHOCTh : YYE€OHMK M TPAKTUKYM IS
akanemuueckoro OakamaBpuara / C. A. HecrepoB. — Mocksa : U3parensctBo HOpaiit,
2019. — 321 c¢. — (YuuBepcuretsl Poccun). — ISBN 978-5-534-00258-4. — Tekcr :
anextponHbiit / DBC FOpaiit [caiit]. — URL: https://biblio-online.ru/bcode/434171

2. OpraHu3alMoHHOE U TIPaBOBOE oOecieueHne NHPOPMAITMOHHON 0E30MaCHOCTH : YICOHUK U
NpakTUKyM i OakanaBpuata U Maructpatypsl / T. A. Ilonskosa, A. A. Ctpensuos, C. I
Uyb6ykoBa, B. A. HuecoB ; non penakuumeit T. A. IlonskoBoii, A. A. CrpenbioBa. —
Mocksa : UznatensctBo FOpaidt, 2019. — 325 ¢. — (bakanaBp u maructp. AkageMu4ecKuit
kypc). — ISBN 978-5-534-03600-8. — Texkcr : anektponssiii // ObC FOpait [caiit]. —
URL.: https://biblio-online.ru/bcode/432966

7.2. lonoJTHUTEILHAS JIUTEPATypa

1. bapanosa E.K. MHdopmannonHas 6e30macHOCTh M 3amuTa MHpoOpMamuu: yded. mocodue
[nnst crynenToB By3oB] / E. K. Bapanosa, A. B. babam .— 2-e u3g .— M. : Puop : Uadpa-M,
2014 — 254 c.

2. .Tlamarerxko B.A. «OcHoBbl HH(pOpMaMOHHOW Oe30macHOCTH. HHTepHET-YHUBEPCHUTET
uHpopMalnoHHbIX TexHonoruit» — UHTYUT.py, 2018.

3. JlamonmHa O.P. «OCHOBBI ceTeBOil 0€301MacCHOCTH: KPHUNTOTpaQHUUECKHe alTOPUTMBI H
IPOTOKOJIBI B3auMoOjeHCTBUs. MHTepHET-yHUBEpCUTET MH(POPMAIMOHHBIX TEXHOJOTHI» —
NHTYUT.py, 2015.

4. ®enepanbublii 3akoH oT 27.07.2006 N 149-®3 (pen. ot 18.03.2019) "O6 undopmammu,
MH(POPMALMOHHBIX TEXHOJIOTHUAX U O 3aluTe nHpopmanuu'.

5. PykoBomsmme noxkymeHtsl PCTOK u I'OCTsr Poccuiickoit ®epepanuu 1o 3aiuTe
nH(popMmaluu, a Takke Apyras JuTepaTypa MO aHaau3zy TpeOoBaHW K MHGOPMAIIMOHHON
OezomacHocTH,  pa3MmenicHHble Ha  caiite  http://fstec.ru/tekhnicheskaya-zashchita-
informatsii/dokumenty



https://biblio-online.ru/bcode/434171
https://biblio-online.ru/bcode/432966
http://localhost:3232/shop/product-2459323.html
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http://fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty
http://fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty

e TOCT P 50922-2006. 3amuTa nnpopmanuu. OCHOBHBIC TEPMUHBI U ONPEACTICHHS

e T['OCT P NCO/MDBK 15408-2-2013. HanmonanwHseii cranaapt Poccuiickoii deneparumn
(ISO/IEC-15408)

e Jlokyment Il'ocrexkomuccun P@® «3amura OT HECAHKIIMOHHPOBAHHOIO JOCTYyNa K
uHpopmanru. TepMUHBI U OTPEACTICHUSY

7.3. IlepeyeHb  pecypcoB  HMH(OPMANUOHHO-TEJEKOMMYHMKAIIMOHHON  CeTH
«AHTepHeT»

1. CBoGoaHO nmoctynHble Kypchl MIHTEpHET-yHHUBEpCUTETa MH()OPMAIIMOHHBIX TEXHOJIOTHN
(MHTVYUT) http://www.intuit.ru/;

2. IopTan rocyaapcTBEHHBIX M MyHHIIMIAIBHBIX yCiyr. hitp://www.gosuslugi.ru/;

3. Odunmaneueiii caiit 3AO «Koucyasrant [Tmoc» — www.consultant.ru;

4. Odummansueiii caiitt OO0 «HIIII INapant-CepBrc» — Www.garant.ru;

5. www.compress.ru — Caiit sxxypnana «KommeroreplIpeccey.

7.4 MeToau4eckue yKa3aHus s 00y4arUUXcs M0 0CBOEHUI0 TUCIUTLTHHBI

1. Komrutekc 1a00paTopHbIX paboT M METOAMYECKHX YKa3aHWM K HUM Ha IUIargopme
nuctaHironHoro ooydenus Cmonl'Y: https://cdo.smolgu.ru.

8. MaTepuajibHO-TEXHUYECKOE o0ecrnevyeHmne

YueOHast ayAuTOpPUs AJ1s NPOBeJeHUS 3aHATUH JeKIHOHHOro Tuna. Ayauropus 124 yu.k.
Ne 2.

CranpnaptHass yueOHas wmeOenb (40 yueOHBIX TOCAJOYHBIX MECT), CTON M CTYNI JJs
npenoaasaresns — o 1 mr., kageapa st Jektopa — 1 mrT.

KomnbrotepHsle cryneHueckue cTonbl (17 mT.), KOMIBIOTEPHBIH cToN Ui mpenojgaBatens — 1
1IT., MOHUTOPBI Acer — 18 mit., cucremubie 6oku Kraftway — 18 mir., kononku Genius — 18 .,
MynbTHMeHanpoekTop BenQ — 1 mr., unrepaktuBHas mocka Interwrite — 1 wr. OGecnieueH
BbIXOJ B IHTEpHET.

ITporpammuoe obecrnieuenue: Microsoft Open License (Windows XP, 7, 8, 10, Server, Office
2003-2016), munensus 66975477 ot 03.06.2016 (6eccpouHo).

YueOHast ayauTOpMsi AJsl NPOBeJAeHUS] 3aHATHH CEMHHAPCKOro THNA, TIPYNNOBBIX H
WHAUBHAYAJTbHBIX KOHCYJIbTAIMNA, TEKYIIero KOHTPOJISI M MPOMEKYTOYHOH aTTecTaluu —
KOMIIBIOTePHBI Kaace. Aynutopust 124 yu.x. Ne2.

CranpnaptHass yuyeOHas MebOenb (40 y4eOHBIX TMOCAJOYHBIX MECT), CTOX W CTyd JUIs
npenojaBarens — no 1 mr., kagenpa s jekropa — 1 mir.

KomneiotepHsle cTyaeHueckre ctoibl (17 mrT.), KOMOBIOTEPHBINA CTOJN JUid mpenojaBatens — 1
mIT., MOHUTOPBI Acer — 18 mir., cucremubie Ooku Kraftway — 16 wir., koinonku Genius — 16 mr.,
MynbTUMeranpoekTop BenQ — 1 mr., uaTepakTuBHas gocka Interwrite — 1 mr. OGecneuen
BBIXO0JI B VIHTEpHET.

[Mporpammuoe obecreuenne: Microsoft Open License (Windows XP, 7, 8, 10, Server, Office
2003-2016), nunensus 66975477 ot 03.06.2016 (6eccpouHo).

IHomemenue aasi cCaMOCTOATENbHOM PadoThl — KOMIIBIOTEPHBIH KJIACC € JOCTYIIOM K CEeTH
«AnTteprer» u IUOC Cmoal'y. Aynutopus 124 yu.x. Ne2.

CranpaptHas yuyeOHas MeOenb (40 y4eOHBIX TMOCAJOYHBIX MECT), CTOX W CTyd JUIs
npenojasatens — no 1 mr., kagenpa s jekropa — 1 mir.

Kommbrorepasie cryaeHdeckue ctoibl (17 mT.), KOMOBIOTEPHBIN CTOM MU mpenoaasatens — 1
mIT., MOHUTOPBI Acer — 18 mir., cucremubie Ooku Kraftway — 18 wir., kononku Genius — 18 .,
MyabTHMeAranpoekTop BenQ — 1 mir., mHTepakTHBHAsA gocka Interwrite — 1 mr. ObGecrneuen
BbIX0J B IHTEpHET.


http://www.intuit.ru/
http://www.gosuslugi.ru/
http://www.consultant.ru/
http://www.garant.ru/
http://www.compress.ru/
https://cdo.smolgu.ru/

[Iporpammuoe obecnieuenue: Microsoft Open License (Windows XP, 7, 8, 10, Server, Office
2003-2016), muniensus 66975477 ot 03.06.2016 (6eccpodHo).

9. [IporpammHoe obecneyeHue
Microsoft Open License (Windows XP, 7, 8, 10, Server, Office 2003-2016), Jluneusus
66920993 ot 24.05.2016
Microsoft Open License (Windows XP, 7, 8, 10, Server, Office 2003-2016), Jluneusus
66975477 ot 03.06.2016
Dr. Web Server/Desktop Security Suite (AuntuBupyc) Jlumensus EE4E-QN5S-6FG2-N76B
(EsxerogHoe 0OHOBJICHHUE)
Kaspersky Endpoint Security mns 6usneca — Crangaptbeiid, Jlunensus 1FB6151216081242,
€XKEroJJHoe OOHOBJICHUE.
CK3U Kpuntollpo (nuiieH3usi, ”HTETpUpOBaHHAs B cepTH(HUKAT Al 00pa30BaTeIbHBIX KypCOB
B paMKax mporpaMmsl akagemuueckoro naptaepcrsa ¢ CKb Kontyp).



